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YupaBsieHve UHPOPMALUMOHHBIMU PUCKAMH SIBJISIETCS KJIIOUEBBIM 3JIEMEHTOM OGecredyeHus
6e30MacHOCTH COBPEMEHHbBIX OPraHU3alUi, 0COGEHHO B YCJOBHUSAX POCTa KUOEPYTPO3 U UIUPOKOTO
BHeJpeHUs 00JIaYHbIX TeXHOJIOTHU. B HacTosel paboTe paccMaTPHUBAETCS aKTyaibHas mpobjeMa
noBbilleHUs] 3QPEKTUBHOCTU YIpaBJeHUs WHPOPMALMOHHBIMHU PUCKAMH 3a CYET WUHTErpalyu
OpraHU3alMOHHBIX U TEXHUYECKHX MOAXOJ0B, a TAKXKe aBTOMAaTHU3aIMU MPOIECCOB UX OIEHKU U
aHa/iM3a. 3HAYUMOCTb MCCJe[OBaHUSI OOYC/JOBJIEHA YBeJUYeHHeM CJIO0XKHOCTH W pPa3HO06pasus
COBpPEMEHHBIX KUOEPYTPO3, TPEOYIOIIMX HOBBIX pellleHuH A1 UX 3G PEeKTUBHOTO MPeJ0TBPAIlEHHUS.
Jns pelieHHs NMOCTaBJIEHHOW 3ajayd vcnoJsib3oBaHbl MeTogosioruu OCTAVE u NIST SP 800-30,
MO3BOJISIOIIME KOMILJIEKCHO TOAXOAWTh K yNpaBJeHUI HHPOPMAIUOHHBIMU PUCKAMH, CcoueTas
OpraHMU3al[MOHHbIE U TeXHUYECKHe acleKThl. B paMkax vccief0BaHUS NMPOBe/jeHa aBTOMATHU3aNUsA
mpoiecca OLEHKU PHUCKOB € TMOMOIbI0  pa3paboTaHHBIX aBTOpoM Python-ckpumTos,
npe/lHa3HAYEeHHbIX JIJI BbISIBJIEHUs CETEBBIX YS3BUMOCTENW W aHaIM3a KOHPUIypaIui 06/1a4HbIX
cucteM. Pe3ysbTaTbl paboThl JeMOHCTPUPYIOT HPEUMYylIeCTBA KOMOUHHUPOBAHHOTO MOJX0JA K
VIpPaBJEHUI0O PUCKAMH M TMOJATBEPKJIAOT 3PPEKTHUBHOCTh ABTOMATH3AIUMU JJis IOBBILIEHHUS
ONEepPaTUBHOCTH U TOYHOCTH aHaJM3a. YCTaHOBJeHO, 4To Mozesb Shared Responsibility Model
TpebyeT yTOYHEHHUs TPAHUI] OTBETCTBEHHOCTH CTOPOH B 06JIaYHbIX cpejiax. TakKe Mo/[TBepK/1aeTCs
NepCcrneKTHBa NPUMeHeHHUs TEXHOJOTUH UCKYCCTBEHHOTO UHTEJJIEKTA U MAIMHHOTO 06YYeHUs [l
MOBBILIEHUS] TOYHOCTU MPOTHO3UPOBAHUS Yrpo3 UHPpOpMaIMOHHON Ge3omacHOCTH. Ucnosib3oBaHue
3THUX TEXHOJIOTHH MO3BOJIIET aHAJM3UPOBATDH OOJIbIINE 06'beMbI JaHHBIX U ONMIEPATUBHO BBISABIATH
NOTeHI[Ma/TbHbIE YTrPO3bl, YTO 3HAYUTEJbHO YCUJIHMBAeT BO3MOXXHOCTH NPOTHO3UPOBAHUA U
pearupoBaHUs Ha WHIOUAEHTHI. [losiydeHHble pe3yJbTaThl UMEKT MPAKTUYECKYI0 3HAYMMOCTh U
MOTYT OBbITh MCIOJb30BAaHbl OPraHU3aAIMSIMH NPU Pa3paboTKe U COBEPIIEHCTBOBAHUHU MOJIUTUKH
MHGOPMANMOHHON 6€30MaCHOCTH, a TAKXKe CAYXKaT OCHOBOU AJIs1 JaJbHEHIIMX HCCJAeOBaHUHN IO
WHTerpainuy nepeioBbIX TEXHOJOIUHU B CHCTEMbI YIIPABJIEHUS PUCKAMM.

Knio4yeBble ciioBa: vHpopManMoHHAss 6e30MacHOCTb, YIpaBJeHHWE PHUCKaMU, OO6JIayHbIe
TEeXHOJIOTHH, TOJMTHKA 0e30MacHOCTH, HCKYCCTBEHHBbIH MWHTEJ/VIEKT, MallMHHOe O00y4YeHHe,
aBTOMAaTH3aIMs ay/IUTA U OLleHKU PUCKOB.
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AKnapaTThIK ToyeKeaaepAi 6acKkapy Kasipri 3aMaHFbl yibIMAap/blH Kayinci3iriH kKaMTaMachi3
eTyAiH Herisri ajeMeHTi 0o0Jibil TabbLIaAbl, acipece KubepKayinTepAiH ecyi oHe OYJTThI
TEeXHOJIOTHUSIIApAbl KeHIHeH eHri3y »KafJalblHAa. Bys1 KyMbicTa YWBIMAACTBIPYUIBLIBIK, *KOHE
TeXHUKaJIbIK TIcCiJiepAi HWHTerpauusjiay, COHJAH-aK ToyeKe/aAepli Oarajay KoHe Taljay
NpolecTepiH aBTOMATTAHABIPY apKbLIbl aKNapaTThIK TayeKeaAepli 6acKapyAblH THIMALIICIH
apTTBIPYAbIH, ©3€KTi MaceJjieci KapacTblpbuIaZbl. 3epTTeyAiH MaHbI3AbLIbIFBl 3aMaHayHu
KubepKayinTepAiH KypZeJijsiri MeH 9pTypJijiriHiH apTyblHa 6alaHBICTBI, OJlapAbl THIMAI
GoJs1IbIpMay YIIIiH 2KaHa 1elliMAepai KakeT eTeai. MacesieHi mienny yiliH aKnapaTThIK ToyeKeaaep/ai
6acKapyfa >XaH-)KaKTbl TOCiJl YCbIHATBIH, YUbIMAACThIPYUIBLIBIK K9HEe TeXHUKAJbIK acleKTiaepi
6ipiktipetin OCTAVE :xoHe NIST SP 800-30 oagicTeMesiepi KoJJaHbLIABL 3epTTey OGapbIChIH/A
JKeJTJTIK oca/IIbIKTapAbl aHBIKTAY KoHe OYJITTHIK XXyHesep KOHQUTYpaIMsIapbIH TA/IAAy VIIiH aBTOp
a3ipsiereH Python-ckpunTTep apKblLibl TayeKejjepAi OafFasay mnpoleci aBTOMaTTaHAbIPBLIJBL
Kymbic HaTmkesepi ToayekenzepAi OackapyZarbl OipiKTipijfireH ToaCUIAIH apThIKIWIBLIbIKTAPbIH
KepceTe/i )XoHe Ta/AayAblH, XKeJe/Jiri MeH JaJIAIrIH apTThIpyAa aBTOMATTaHAbIPYIbIH, TUIMALIITIH
pactaigbl. Shared Responsibility Model mogeni 6y/ATThIK opTajia TapanTapAblH KayanKepiigik
HleKapaJapblH HaKTbLIAy[Abl KaXkeT eTeTiHAiri aHblIKTangbl. COHbIMEH KaTap, akKlapaTThIK
KayincisZiik KaTepJsepiH 6o/pkay [A9JIAIMIH apTThIPY VILUIH »KacaHJbl UHTEJJIEKT MEeH MallWHaJbIK,
OKBITY TEXHOJIOTUSJIAPbIH KOJIAAHYAbIH, TepCcneKTUBachbl pacTajfbl. Bys TexHoJsiorusiapjbl
nalajaHy yJKeH KeJieMJeri JepeKTep/i Taajayfa >KoHe bIKTUMaJ KayinTepAi KeJes aHbIKTayfa
MYMKiHZiK 6epefi, OyJl oOKufasap/bl 0oJ/bKay >K9He oJiapFa Kayanm 6epy MyMKIiHZAIKTepiH
alTap/bIKTall KylieWTeli. AJILIHFAH HOTW)XKeJlep IMPaKTUKaJblK MaHre He >oHe yHbIMJap
aKnapaTThIK Kayilci3fjik casicaTbIH 93ipJiey KoHe KeTiIJipy Ke3iHAe KoJiJlaHa aJjiaZbl, COHJal-aK,
03bIK TEXHOJIOTUSJIAPAbI TOYEKeNAEP/li 6acKapy KyHesiepiHe HHTerpalysaiay caaacblHAaFbl 0/1aH 9pi
3epTTeyJ/epre Heri3 60JblN KbI3MET eTe/.

Ty#iH ce3aep: aknapaTTbIK Kayilcisgik, ToyekengepAi 6ackapy, OYJTTBIK TeXHOJOTHUsIap,
Kayimci3iik casicaThl, >KaCcaH bl UHTEJIJIEKT, MAllMHAJIBIK OKBITY, ayIUT IIEH TOYeKeJJlepAi OaFaiayabl
aBTOMAaTTaHJbIPY.
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Information risk management is a key element in ensuring the security of modern organizations,
especially in the context of increasing cyber threats and the widespread adoption of cloud
technologies. This paper addresses the urgent problem of improving the effectiveness of information
risk management through the integration of organizational and technical approaches, as well as the
automation of risk assessment and analysis processes. The significance of the study is due to the
increasing complexity and diversity of modern cyber threats, which require new solutions for their
effective prevention. To address this problem, the OCTAVE and NIST SP 800-30 methodologies were
employed, allowing for a comprehensive approach to information risk management by combining
organizational and technical aspects. Within the study, the risk assessment process was automated
using Python scripts developed by the author, designed to identify network vulnerabilities and analyze
cloud system configurations. The results demonstrate the advantages of a combined approach to risk
management and confirm the effectiveness of automation in improving the efficiency and accuracy of
analysis. It was established that the Shared Responsibility Model requires clarification of the parties’
responsibilities in cloud environments. The study also confirms the potential of using artificial
intelligence and machine learning technologies to enhance the accuracy of forecasting information
security threats. These technologies enable the analysis of large volumes of data and the rapid
identification of potential threats, significantly enhancing the ability to predict and respond to
incidents. The obtained results have practical significance and can be utilized by organizations in the
development and improvement of information security policies, as well as serving as a basis for further
research on integrating advanced technologies into risk management systems.

Keywords: Information security, risk management, cloud technologies, security policy, artificial
intelligence, machine learning, automation of audit and risk assessment.

BBEJEHUE.

CoBpeMeHHble OpraHu3alM CTAJKUBAIOTCA C pacTylledl CJ0KHOCTbIO HWHPOpPMalMOHHOU
MHPPACTPYKTYPHI U YBeJMYeHHUEeM YUc/ia KUOepyrpos, 4To JAejaeT ynpaBjaeHre UHGOpMalMOHHbIMU
pUCKaMU BaOXKHEUWIIMM 3JieMeHTOM obecrnedeHusi 6e3omacHocTtu [1], [2]. Ocoboe 3HaYeHUE ITOT
BOIPOC NpHOGpeTaeT NPy BHEAPEHUH 00JIaYHbIX TEXHOJIOTMHM U UCII0JIb30BaHUU MHTepHeTa Bellel
(IoT), rme pecypchl pacnipe/iesieHbl, a ylipaBJeHUe CTOPOHHUMU CEPBUCaMHU TpebyeT HOBBIX IOJX0/,0B
K OlleHKe 1 MUHUMHU3alUuu puckoB [3], [4].

AHanu3 nuTepaTypbl NOKasbIBaeT, YTO 3¢deKTHBHOe ynpaBieHHe HHGPOPMALMOHHBIMHU
pUCKaMU TPeOyeT coueTaHUs OPraHU3alMOHHbIX U TEXHUYECKUX M0AX0/10B. MeTogosorust OCTAVE
(Operationally Critical Threat, Asset, and Vulnerability Evaluation) akueHTHpyeT BHUMaHHe Ha
OpraHMU3aLMOHHBIX IPUOPUTETAX U CUCTEMATHUYECKOU OIleHKe YsI3BUMOCTel U aKTHUBOB [5]. B cBolO
ouepeb, Mogiesb NIST SP 800-30 oprieHTHpOBaHa Ha UAEHTHPUKALUIO YyTPO3, aHA/IU3 YPOBHS PHUCKa
Y peKOMeHJaLMu N0 ero cMsArdeHumo [6]. CoBMelleHHe 3TUX NOAX0/L0B obeclieurBaeT KOMILJIEKCHOe
ynpaBJeHHe pHUCKaMH, OCOOeHHO B 0O6JIauHbIX CpeJfilaX, IJe Ba)XHa MoJeJsb pasjeseHHOU
oTBeTcTBeHHOCTHU (Shared Responsibility Model) [7], [8].

Jus  noBbllieHUsT 3PQPEeKTUBHOCTH MPOLECCOB OLEHKH M aHa/ld3a PHUCKOB aKTHUBHO
NPHUMEHSAITCA HWHCTPYMEHTHl aBTOMaTu3alUM. Python-ckpunThl NMO3BOJAIT NPOBOLUTH ayAUT
CeTeBbIX YS3BUMOCTEN, aHa/IU3 KOHOUTYpalUil 00/J1aYHbIX CUCTEM U 00Pa6OTKY OOJIIIUX JJAHHBIX O
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coObITHAX 6e3omacHocTH [9], [10], [11]. JonoJHUTEBHO METO/Abl UCKYCCTBEHHOI'0 UHTEJJIEKTA U
MallMHHOT'O O06y4YeHHUs 06ecCledynBalT MPOrHO3UPOBAHUE MOTEHIMAJBHBIX YTPO3 U BbISBJIEHHE
AHOMAaJIMH, YTO MOBBIIIAET ONIEPATUBHOCTbL pearupoBaHusl Ha UHIUEeHTHI [12], [13], [14].

CoBpeMeHHbIe MEXXAYHAPO/HbIE CTAaHAAPThI U pperMBOpKH, Takue Kak ISO/IEC 27005, COBIT
u NIST Cybersecurity Framework mpemocTaBisiloT peKOMeHJAl[UM 110 YIPaBJEHHI0 PUCKAMU U
WHTErpaldyd 3THUX MPOIeCCOB B KOPNOPAaTHBHOE YIpaBJieHHE W COOTBETCTBHE HOPMATUBHBIM
Tpe6oBaHusaM [15], [16], [17]. B coueTanuu ¢ aBTomatusanued u Al/ML TeXHOJIOTHH, OHU CO3AI0T
BO3MOXXHOCTH /151 60J1ee TOUHOTO U OBICTPOTO aHa/IKM3a yIPo3 U NPUHATHUA pelneHui [18], [19].

TakuM 06pa3oM, aKTyaJlbHOCTh paboThl 0OYCJOBJEeHA HEO0O6XOJUMOCTbI0 HWHTErpaunuu
OpraHMU3al[MOHHBIX W TEXHUYECKUX IOJXO0JI0B K YNpaBJeHUID HWHPOPMAIUOHHBIMH PHUCKAMH,
aBTOMAaTH3allMU OLEHKA M aHa/iu3a, a TakKXke MWCI0Jb30BAaHUS COBPEMEHHBIX TEXHOJOTUN
MPOrHO3UPOBAHUS YTPO3.

[lesib cTaTbU — TPOBECTH 0630p CYIECTBYIOUIUX METO/OJIOTHH U HHCTPYMEHTOB YIIPaBJIEHUSA
MHOOPMAIIMOHHBIMH PUCKAMHU C aKIleHTOM Ha WX aBTOMAaTH3allMl0 W NMpPUMEHEeHHe B 00JIaYHBIX
cpejax.

MATEPHAJIBI U METOAbI UCCJIEJOBAHUA.

[Ipouieccel OIleHKM W YIpaBJeHUA PUCKAMM, HHTErpUpyoILHecs B cyuiecTBywuyw HWT-
UHQPACTPYKTYPy OpPraHU3alnUH, SBJASIOTCA Ba)XKHBIM aCHEeKTOM ayJuTa HHPOPMalLUOHHON
6e3omacHocTU [3]. OObBIYHO 3TO BKJ/OYAET aHaMW3 TEKYL[UX CHCTeM 0€e30MacHOCTH, ayAUT
YSI3BUMOCTEMN U MJIAHUPOBAHUE OYAYIIUX Mep.

NaeHTndunkauna —> AHaN13 puckos [—> OueHka —>| Mepel cHKeHNA puckos  |——>| MOHWTOPWHT K NepeocMoTP

Puc. 1. [Iponiecc ynpaBieHUd pUCKaMHU.

Ha pucynke 1 npejcraBJieHa 6J10K-CxeMa, HIJIIOCTPUPYIOLLas NPoLecc ynpaBJeHUsl pUCKAMU B
MHPOpPMALlMOHHOW 6€e30MacHOCTU. JTOT MpolLiecC BKJOYAeT HECKOJbKO KJ/YEBbIX LIAroB:
UJeHTUOUKALUI0 PUCKOB, aHAJIU3 yIrpo3, pa3paboTKy MJaHa JeWCTBUH U MOHUTOPUHI COCTOSIHUS
6e30MacHOCTH.

JJis KpynHBIX OpraHu3alyil ¢ GOJIbLIMM KOJUYECTBOM HUH(POPMAILMOHHBIX CUCTEM IpOLEecc
OLIEHKU PUCKOB MOXKET OBbITh YaCTUYHO aBTOMAaTU3UpoBaH [5]. Hanpumep, c noMo1blo CKPUNITOB Ha
Python Mox<HO NPOBOAUTH ayJUT CETEBBIX YA3BUMOCTEN U MPOBEPKY KOHQUTypaLUil CUCTEM.

import matplotlib.pyplot as plt

scan_results = {
'192.168.1.1": 3,
*192.168.1.5": 1,
*192.168.1.10": 4,
'192.168.1.20': @,
'192.168.1.30": 2,

hosts = list(scan_results.keys())

open_ports = list(scan_results.values())

plt.figure(figsize=(1a, 5))

plt.bar(hosts, open_ports, color="lightblues")
plt.xlabel( 'XocTw")

plt.ylabel( ' KonuuecTEo OTKPWTEX MopToE')

plt.title({ 'PesayneTaTh CKAHWPOBAHWA CETW (MMUTaUWA) ')
plt.grid(axis="y")

plt.tight layout()

plt.show()

Puc. 2. [IporpaMMHBIN KOJ, CKAHUPOBaHHUA YI3BUMOCTH CETH.
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[IpuMep ckpullTa Ha PUCYHKe 2 NAeMOHCTPUPYeT aBTOMAaTU3UPOBAaHHOE CKAaHUpPOBAaHUE CeTU Ha
npeaMeT OTKPBIThIX TOPTOB U NOTEHIMAJbHBIX YTPO3.

KonnyecTBo OTKPbITLIX MOPTOB
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192.168.1.1 192.168.1.5 192.168.1.10 192.168.1.20 192.168.1.30
XocCThl

Puc. 3. OTKpbITbIE NOPTHI IO XOCTAM.

Ha pucyHke 3 npejcraB/eHa AUarpaMma, oKasblBawLias KOJUYECTBO OTKPBIThIX NOPTOB Ha
Ka)K/IOM OOHapy»KEeHHOM XOCTe B JIOKaJbHOW CeTH C UCIOJIb30BaHMEM 6ubMoTeKd nmap. Takoi
aHaJ/IM3 M03BOJIsIeT ONpe/le/IUTh HauboJiee yI3BUMbIE y3Jibl CETU U IPUOPUTETHI [JIs1 JjaJibHeHIero
yIpaBJIeHUs] pUCKaMU [6].

JlJ11 ycnelHoro ynpaBJ/ieHHs pUCcKaMy He06X0JMMO He TOJIbKO BbIOPAaTh IPaBUJ/IbHbIE METO/bI
Y MO/JieJIY, HO U UHTETrpHUpOBaTh UX B NOBCEJHEBHYIO JIeITEJbHOCTb opraHusanuu [7]. CoBpeMeHHble
cuctembl GRC (Governance, Risk, and Compliance) mo3BoJiSIfOT LleHTPaJIU30BaHHO YIPABIATh BCEMU
acrmeKTaMu 0e30MacHOCTH, o06ecneyuMBasi COOTBETCTBUE KOPIOPATUBHbIM H HOPMaTHBHBIM
TpebOBaHHUSM.

C mepexoZjoM MHOT'MX OpraHu3aldi Ha 06Jla4Hble TEXHOJIOTHUH BO3HUKAIOT HOBble BbI30BbI B
nH$opManoHHON 6e3omacHocT [8]. O6JiauHble cUCTeMbl TPeOGYIOT 0COGOro Mojxoja K OLeHKe
PHCKOB, TaK KakK IpeJoJaraloT COBMeCTHOE HCII0JIb30BaHUE PECypCOB, yIpaBJeHHe CTOPOHHUMU
npoBaijiepaMi U TrJ106asbHBINA AocTyl. KioueBbIM NPUHLMIIOM fIBJISIETCS MOJE/b pas/eseHHON
oTBeTcTBeHHOCTHU (Shared Responsibility Model), rae npoBaliiep o61aka oTBeyaeT 3a 6€30MacHOCTh
MHOPACTPYKTYPH, @ KJIMEHT — 3a 6€30MaCHOCTb CBOUX JAHHBIX U pujoxkeHu# [1][8].

[IprMephl NpaKTUYeCKON aBTOMATHU3aL U BKJIOYAIOT:

AHanu3 koHdurypanuii o6;1aka c AWS Config:

aws configservice put-config-rule --config-rule file: //config-rule.json

JaHHBIA CKPUIT CO3[aéT MpaBWUJO [JJad MNpoBepkd noautuk [AM B AWS, mnomoras
MHUHUMHU3UPOBAThH PUCKHU.

BxuitoueHue mrudppoBaHUsi Ha ypoBHe 6a3bl JaHHbIX AWS RDS:

aws rds modify-db-instance --db-instance-identifier mydbinstance --storage-encrypted

JTO NOBBILIAET yPOBEHDb 6€30MACHOCTH JAHHBIX U CHIXKAET PUCK YTEUEK.

CoBpeMeHHbIe TEXHOJIOTHH, TaKHe KaK MUCKYCCTBEHHBbIH WHTEJJIEKT U MallMHHOE 06y4YeHHUe,
NO3BOJISIIOT AHAJIU3UPOBATh OOJbIIME OOGBEMBI JJAHHBIX O COOBITUSX 6€30MacHOCTH U
NPOrHO3UPOBaTh MNOTeHIHanbHble yrpo3bl [10][11]. dTu MeToAbl NOMOrarT OpPraHU3aALUSAM
Mpe/iCKa3blBaTh BO3MOXKHbIE aTaKH HA OCHOBE HCTOPUUYECKUX JAHHBIX, aBTOMAaTU3UPOBATh HPOLECCHI
aHaJ/IM3a PUCKOB M CBOEBPEMEHHO aZlalTUPOBATh CUCTEMBI 3aL[MThl K HOBBIM BHJiaM yrpo3 [10][11].

Mogenyu U MeTOZbl OLlEHKM PUCKOB JOJLKHBI alalTUPOBATBHCS K HOBBIM peayvdsM, TaK Kak
TEXHOJIOTHU W yrpo3bl pa3BUBAIOTCA CTpeMUTeNbHO [9]. B GumkailiieM GyAylieM OXHAAETCSA
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YATTBIK FbiTbIM
AKAOEMUACHI
yCHJIEHHOE IPUMeHeHHe UCKYCCTBEHHOT 0 UHTeJIJIeKTa U MallIMHHOT0 00y4eHus /19 aBTOMaTU3alu1
MPOLIECCOB aHaJ/IM3a PUCKOB U Mpe/iCKa3aHusl BO3MOXKHbIX aTak [10][11].
[IpuMmep ucnosb3oBaHus Python gja aHanM3a JaHHBIX O ceTeBOM 6€30MacHOCTH C MOMOIIbIO
6ubsanoTteku scikit-learn:

from sklearn.ensemble import RandomForestClassifier
from sklearn.model_selection import train_test_split
from sklearn.metrics import accuracy score

# 3Jarpyska LaHHBX O CETeBbX CODMTHAX

data = load_security data() # ©yHEUMA ONA Sarpyskd AaHHbIX

X = data[['featurel’, 'feature2', 'feature3']] # DPaxTopw yrpos
y = data["is_attack'] # MeTka aTakw

# PasgencsHue faHHbX Ha obydawwyw u TecToByH Bebopkw
X _train, X_test, y_train, y_test = train_test_split(X, y, test_size=8.3)

# 0ByueHwe mogenw RandomForest
model = RandomForestClassifier()
model.fit(X_train, y_train)

# QueHKa TOYHOCTH MOGENM
y_pred = model.predict(X_test)
print{f"TounocTe mogenw: {accuracy_score(y_test, y_pred)}")

Puc. 4. [IporpaMMHBI¥ KO/, aHA/IM3a JAHHBIX O CETEBON 6€30MACHOCTH.

JlaHHBIN CKPUNT JAEeMOHCTPUPYET, KaK C MOMOLIbI0 METOJ0B MAILIMHHOTO 0O0Yy4eHHs MOXKHO
aHaJIM3UPOBaThb JaHHble O COOBITHUAX 6e30MaCHOCTHM M KaacCUPUIMPOBATb UX KaK aTakd HJH
OOBIYHBIE JEUCTBUS.

Jus apdeKTUBHOTO ymnpaBjeHHUs] pUCKaMKM HUHGOPMalMOHHOW 6e30MacHOCTH OpraHU3alUU
UCMOJIb3YIOT pa3JjiMyHble MeXAyHapoJHble CTaHJApPTbl U MOJeJH, KOTOpble NpPeJoCTaBJSIOT
peKoMeH/ialMH 110 OLleHKe Y yIpaBJeHuIo puckamu [12].

ISO/IEC 27005 — MeXAyHapOAHBbIA CTaHJAApPT, MOCBSIIEHHBINA YIpaBJeHHI0O PUCKAMH B
o6s1actTu UHPopPMaAMOHHOU Ge3omacHOCTH. OH COAEPKUT YETKHE PEKOMEH/AIMU 110 MPOBEJAEeHHUI0
npoliecca OlleHKH PUCKOB, HAYWHas 0T UJeHTUPUKALUU YT'PO3 U YA3BUMOCTEMN /10 pa3paboTKH IJIaHA
pearupoBaHUs HA UHIUAEeHTHI [13].

[Ipouecc onenku prckos o ISO/IEC 27005 BkJIrO4aeT c/eAyIolye 3Talbl:

1. UpenTudukanuss axkTUBOB: oOIpejeseHWe Bcex HWHPOPMAIMOHHBIX aKTHUBOB, KOTOpbIE
He06X0/JUMO 3aLUTUT;

2. OnpejesieHde yrpo3: BbIsIBJIeHHE BO3MOXHBIX YTPO3 [IJIsl K&XK/J0r0 aKTUBA;

3. AHa/M3 ys3BUMOCTEeH: HcCieloBaHue C/1abblX MECT CUCTEM U MPOLECCOB, KOTOPbIE MOTYT OBbITh
MCI0J/1b30BaHbl 3JI0YMbILIJIEHHUKAMH;

4. OueHKa MOCJIe/ICTBUN: OLeHKA BJIHUSAHUS UHIM/JEHTA Ha OpraHusanuio (Hanpumep, ¢puHaHCOBbIe
MOTEPH, yTpaTa penyTanuu);

5. OneHKa BepOSITHOCTU peajn3alyU YTrPo3bl: ONpejieieHre BEPOSITHOCTH TOTO, YTO yrpo3a 6yaeT
peaysr30BaHa;

6. OlLleHKa ypOBHS pUCKa: onpeJie/ieHHe YPOBHS pPHCKa Ha OCHOBE BEPOSITHOCTU U MOTEHLUATbHBIX
MOCJIEACTBUH;

7. Pa3paboTKa mJiaHa ynpaBJeHUs] PUCKAMH: ONpejie/ieHHe MepP MO CHUKEHUIO WM YCTPaHEHHUIO
PHCKOB.

COBIT (Control Objectives for Information and Related Technologies) — aTo ¢peiimMBopK,
co3naHHbiil ISACA pns ynpaBiaeHuss UT u 3amuThl gaHHbIX. OH NOMoOraeT OpraHu3alUsM
KOHTPOJIMPOBATh PUCKHU U 06ecriedrBaTh COOJ/II0/IeHHe TpeboBaHUM 6e30nacHoCTH [14].
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[Ipumenenue COBIT guig ynpaBsieHUs pUCKaMU MOXET BKJIKOYaTh:

Cesi3b c 6usHec-uenssmu: COBIT no3BoJsieT corsnacoBaTh ynpaByenue UT c cTpaTernueckumu
3aJlayaMy OpraHu3aluy;

AHanus Tekylled CUTYyalUM: OLleHKa CYIIeCTBYIOLIMX Mep 6e30MacHOCTH U CpaBHEHHe UX C
YCTAHOBJIEHHBIMU CTaHAAPTaMU;

[lnaH yaydlleHUMH: peKOMeHJALMHM M0 YJAy4lleHHWI0O KOHTpOoJA M 6e30NacHOCTH, BKJIIOYAsd
co3/laHMe MTOJIMTHK, 06yyeHHe NTepcoHasia U BHeipeHUe TeXHOJIOTU .

®peiimBopk NIST (National Institute of Standards and Technology Cybersecurity Framework)
npejiHa3Hauv€eH /iJisi THOKOro yIpaBJeHUs1 KHO6eppHUCKaMHU U COCTOUT M3 NSTH KJIKYEBbIX 3Tanos [15]:

Wpentudukanus: BolsiBJieHUe aKTUBOB, yIPO3 U ysI3BUMOCTEH;

3amuTa: BHeJipeHHe 3allUTHBIX Mep;

O6Hapy:xeHHe: MOHUTOPUHT U CBOEBPEMEHHOE BbIsSIBJIEHHE UHIM/IEHTOB;

OTBeT: pearupoBaHue Ha COOBLITHS 6€30I1aCHOCTH;

BoccTtaHoBJIeHHe: Mepbl 10 MUHMMHU3ALUK TOC/IeACTBUHM U BOCCTAaHOBJIEHUIO PAGOTHI.

JTOT MNOJX0J, IIMPOKO INPHUMEHSAETCS B TOCYyAapCTBEHHBIX M 4YaCTHBIX OpraHU3alLUsX,
obecrneynBasi CHCTEMHOE yIIpaBJieHue KUbeppHUCKaMH.

[IpuMep aBTOMAaTHU3aL MU PEAKIIMU Ha UHIUMAEHTBI ¢ noMoibio NIST:

if security_incident_detected:

alert ("O6Hapy»xeH HHIU/IEHT 6€30IaCHOCTH, BBINIOJIHSIETCS [JIaH pearupoBaHus’)

[TouTHUKY 6€30MacHOCTH SIBJSIIOTCS BaXKHbIM MHCTPYMEHTOM YIpaBJeHHs] pUCKAMHU, TaK KakK
3aJlal0T IpaBuJia paboThl C JAHHBIMU U CUCTEMAaMHU, CHUKasi BEPOSITHOCTb YI'PO3.

[IpyMep MOJMTHUKHU 10 3aliUTe KOHPUAEHMaTbHON HHPOpMaLMK:

llesib: IpeJOTBPAaTUTb YTEYKH U HECAHKLMOHUPOBAHHbIN JOCTYTI;

[IpaBuiia: Bce koHpueHIIMaNbHbIE JaHHbIe JJO/LKHBI ObITh 3a1indpoBaHbl; JocTyn paspelieH
TOJIbKO YIOJHOMOYEHHBbIM COTPYJHHUKaM; YcTpolcTBa ¢ KoHHUJAeHLHaIbHOU HHbopManuet
JIOJDKHBI ObITh 3alMIeHbl NapoJAMY; B ciiydyae MHIMleHTa HeMelIeHHO YBeAOMJIATD cayx0y Ub.

[IprMep HACTPOMKU MeXKCeTEBOTr0 3KpaHa /Jisl 3alUThI OT yTeUeK:
iptables -A OUTPUT -p tcp --dport 443 -d malicious.example.com -j DROP

[lomuTka UHLHUAEHT-MeHeMXMeHTa oIpejessdeT IpPOLEcC pearMpoBaHMs Ha WHIUJEHTHI
6e30MacHOCTH, Ha4MHasA OT WX OOHapyXKeHUdA U [0 3aBeplleHUA pacciefoBaHUsA. OHa BKJIOYAeT
TaKue IIary, Kak:

- UpenTudukanusa UHUUAEHTA;

- OnoBeleHre 3aMHTEPECOBAHHBIX CTOPOH;

- PearupoBaHnuve Ha MHIIMJEHT (HanpuMep, OTKJIIOYeHHe OT CeTH UJIM O6JI0OKHPOBKa JOCTyNa);

- AHa/IM3 NPUYMH UHIUIEHTA];

- BoccTaHOBJ/IEHUE CUCTEMBI;

- PazpaboTka pekoMeHnzanui [ Ipef0TBPalleHUS aHaJIOTUYHBIX UHIU/IEHTOB B Oy AyILEM.

[IpumMep mnpouenypbl HHLHAEHT-MeHe/PKMEHTAa B CJydae BbISBJIEHWA BpEJOHOCHOU
aKTHUBHOCTH:

# Yeepomnenwe crnywbel 6e3oNacHOCTH O NOAOSPUTENBHBIY COSLMHEHMAX
if detect_maliciocus connection():
alert _security_ team("MNogozpwTencHos coegvHeHwe obHapyxeHo™)
block_ip("192.168.1.208")

Puc. 5. [[porpaMMHbIN KO/, yBEJOMJIAIOIIUN CJy>KObl 6€30aCHOCTH.

C pa3BUTHEM TEXHOJIOTUH, TAaKMX KaK MCKYCCTBEHHbIM WHTEJUIEKT, MAlIMHHOE OOY4YEeHHE,
WuTepHert Beleil (I0T) Bo3HHKaeT HEOOXOAMMOCTDb aJianTallMyd NOAXO0A0B K yIpPaBJIeHUI0 pPUCKaMHU
[12]. UHTepHeT Bellell BK/IIOYAET MHOKECTBO MOJKJII0YEHHBIX yCTPONCTB, KOTOpbI€e 4acTO paboTaloT
Ha ys13BUMbIX I1aTdopmax. Pucku [oT Bk/IO4atoT!

- Bo3aMOXKHOCTB y1a/ieHHOT0 yIIpaBJieHUs YCTPONUCTBaMy;

- Y13BUMOCTH B [IPOLIMBKE U IPOTPaMMHOM 06ecriedeHNH;

- HepocTaTok 06HOBJIEHUH 6€30MaCHOCTH;

- [loTenynanbHble aTaku yepes loT-ycTpoiicTBa Ha jpyryue CUCTEMBI.
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[IpuMep KoJia HaCTpoUKHU Aoctyna K [oT-ycTpoiicTBaM yepe3 VPN:

iptables -A INPUT -p tcp --dropt 22 -s vpn_gateaway_ip -j ACCEPT.

CucTeMbl Ha OCHOBE UCKYCCTBEHHOTO UHTEJ/JIEKTA U MAIIMHHOI'0 OYYeHUS CTAHOBATCS BOXKHOU
yactbio UT-uHdpacTpykTypbl. OHAKO OHU TAaKXKe HECYT HOBbIe PHCKH, TAKUE KaK:

- MaHunysnsiuus AaHHBIMU AJ151 06ydeHus1 Mmozesd (data poisoning);

- Y93BUMOCTH, CBSI3aHHbIE C HETOYHBIMH NPOrHO3aMH;

- HenpeiHamepeHHble pe/IB3ITOCTH B aJITOPUTMAX.

[Ipumep ucnosb3oBanus MU ass apToMaTu3anuy aHain3a 6e30MacHOCTH:

# MpUMEp MCNONESOEEHMA MOAENW MAWMHHOrO OBY4YEHWA ANA SHENM3SE NOJOSPWTENEHHX NOTOB
from sklearn.svm import SVC

# 3arpyskKa AaHHbIX
logs = load_security_logs()

# 0byuysHue mMogenu
model = SVC(kernel="linear')
model.fit{logs[ ' features'], logs['labels"])

# MNpegcka3aHue WHUWAEHTOB
predictions = model.predict(new_logs['features'])

Puc. 6. [IporpaMMHBIN KOZA AJ151 06y4eHUs1 aHa/IM3a 10403pUTeIbHbIX JIOTOB.

PE3YJIbTATBI UCCJAEJOBAHUA U KX OBCYKJIEHME.

B xoJie npoBeJEHHOTO HUCCJIeA0BaHUSA OblJ OCYLLECTBJIEH KOMILJIEKCHBIM aHa/lIU3 MOAXOJA0B K
ynpaBJeHU0 HHGOPMALMOHHBIMU PUCKaMU C ucnoJib3oBaHueM MeTogosiorud OCTAVE u NIST SP
800-30. Ha ocHOBe 3THX MoJieJieH 6bLIH HIEHTUPUIIMPOBAHbI U TPOaHAJIU3UPOBaHbI pUCKHU JJis1 UT-
MHQPACTPYKTYpHI, Ollpe/ie/ieHbl YPOBHU YTPO3 U NPe/IJI0KeHbl peKOMeHJalMy 10 UX MUHUMHU3ALUH.

ABTOMaTH3aLMs Npolecca OLEHKHM PUCKOB C MOMOIIb0 cKpunToB Python nokasasa cBoro
30 PeKTUBHOCTH, 0OeCredYuB ONePaTUBHOCTb U TOUHOCTb c60pa UHPOpPMAL MK O COCTOSTHUY NOPTOB U
KOHQUTypauUil 06J1auHBbIX CepBUCOB. /lONOJHUTENBHO Obljla NOATBEPKAEHA LieJecoo6pa3HOCThb
NpUMeHEeHHUs] MoJiesiu paszeéHHON oTBeTcTBeHHOCTH (Shared Responsibility Model) B 06.1auHbIX
cpefax, KOTopas 46 TKO pa3rpaHUYUBaeT 30HbI OTBETCTBEHHOCTH MeX/y NPOBaiiepoM U KJINEHTOM
[12]. Tlony4yeHHble pe3yJabTaThl COTJIACYIOTCA € JAHHBIMU JIpyTUX  HCCJeJ0BaTesel,
NOAYEPKUBAIOIIMX 3HAYMMOCTb MHTErpaldd OpraHU3alMOHHBIX M TeXHUYECKUX aCleKTOB
yhnpaBieHus puckamMu. B  4yactHoctH, Metogosiorua OCTAVE, opueHTHpOBaHHas Ha
OpraHu3alOHHble IPUOPUTETHI, YCIELIHO JOMOJHAETCH TeEXHUYECKONM HalpaBJeHHOCTbIO MO/Je/H
NIST SP 800-30, yTo o6ecneyrBaeT KOMILJIEKCHBIN ITOAX0/] K 6€30IaCHOCTH. ABTOMAaTHU3aL1s OLleHKHU
puckoB ¢ nomomblo Python npogeMoHcTpupoBasa oudeBUAHble mnperMmyllecTBa: CHUXeHUe
TPYAOEMKOCTH MPOLECCOB; YCKOpeHHe IMOJIydeHUs pe3ybTaToB; [loBbIlIEHHE AOCTOBEPHOCTH
JlaHHBIX.

OfHako JaHHBIA TNOJX0J TpebyeT BbICOKOM KBaJMQUKALMHU IEepCOHaJa U Pery/sipHOro
OOHOBJIEHHSI 3HAaHUKM O HOBBIX yrpo3ax [13]. MHcmosnb3oBaHue MoJield pas3fesEHHOU
OTBETCTBEHHOCTH MOKa3aJi0 CBOIO NPAKTUYECKYI0 3HAYUMOCTb, HO BBISIBUJIO TPYZAHOCTH, CBSI3aHHbIE
C HeI0OCTaTOYHOM NPO3PayHOCTbIO CO CTOPOHBI NPOBAZIepOB U CJI0KHOCTBIO yIIpaBJeHUsl PUCKaMU
CO CTOPOHBI KJIMEHTA.

[I[puMeHeHHe TEXHOJOTUM HCKYCCTBEHHOTO HHTE/JIEKTAa W MAIIMHHOTO OOY4YeHUs [Jis
MNPOTHO3UPOBAHUS yrpo3 MOJATBEPAMJIO HX BbICOKYI0 3Q(PEKTUBHOCTH NMpU paboTe € GOJbIIUMU
06'béMaMHU JJaHHBbIX. BMecTe ¢ TeM 0cTaloTCs HepelléHHBIMU BOIIPOCHI, CBSI3aHHbIE C IPe/B3ATOCTbIO
JIaHHBIX ¥ IOTeHLMAJbHBIMU OIM6KaMU aaroputmoB [14][15].

Takum 06pa3oM, npoBeJEHHOE UCCAe0BaHHEe 00/1alaeT MPAKTUYECKON [EHHOCThIO, TaK KakK
npejsjaraeT OpraHy3alusiIM KOHKpPETHble HWHCTPYMEHThbl [Js1 3(PQPEeKTUBHOrO yHpaBJeHUs
MHPOPMaLlMOHHBIMM PUCKaMU. B To ke BpeMs pe3yJibTaThl TpeOYIOT AajbHeHIIel afjanTaluy oz
VHAWBU/YyaJbHbIE YCJ0BUA KOMIIAaHMN U pacllIMpeHUs UCCIeloBaHUM B 06J1acTu nprMeHeHuss U u
06J/1a4HBIX TEXHOJOTHUH.
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B pa6oTe npe/yio’keHO pellleHUe HayYHOU 33/1a4yM MoBbilleHUsA 3G PEeKTUBHOCTHU YIpPaBJIeHHUs
MHPOPMALlMOHHBIMU PUCKAMHU 3a CYET UHTErpalii OpraHM3alMOHHbBIX U TEXHUYECKUX 0/IX0/I0B, a
TaK)Xe aBTOMaTHU3aLUM NIPOLIeCCOB UX OLIeHKH U aHa/ln3a. Ha ocHoBe NpoBeéHHBIX UCCIeJ0BAaHUH U
aHaJ/iM3a N0Jy4YeHHbIX JaHHbIX CGOPMYIMPOBaHBI C/leAyIolie BbIBOJbI:

1. [lng KOMILJIEKCHOrO ynpaBJjieHUsi MHPOPMALMOHHBIMU PUCKAaMU Iiej1ecoo0O6pa3HO Cco4yeTaTb
opranusaioHHbie MeToabl (OCTAVE) c Texundeckumu uHctpyMeHTamu (NIST SP 800-30), uTo
obecreyrMBaeT CHCTeMaTHUYeCKMH U JeTaJW3UPOBAHHBIA MOAXOJA K BBIIBJEHUID U
MHUHHMU3ALHUU yTPo3.

2. IlpoBenéHHble 3KCIEpUMEHTbl MO aBTOMAaTU3alUM OLEHKH pHUCKOB MNOATBEpPAUIN
3¢ deKTUBHOCTb NpUMeHeHUs cKpunToB Python g/ 6bICTpPOro M TOYHOrO aHa/IU3a CeTEBbIX
ysI3BUMOCTEH U KOHQUrypauuil o6JauyHbiXx cucTeM. ONTHMaJbHBIMU YCJAOBUSIMU JJIS
peasu3alUM JaHHOrO MOJAXO4Aa fIBJSIOTCA pery/sipHoe 0OHOBJIeHHWe 0a3 yrpos, BbICOKas
KBaJIMPUKaLMs CHEeLUaJMCTOB M HHTerpalnuss aBTOMAaTH3WPOBAHHBIX HWHCTPYMEHTOB B
CyLeCTBYIOIINE CUCTEMbl MOHUTOPHHTA.

3. MHcnosnb3oBaHHe MoJesu pa3fenéHHoW oTBeTcTBeHHOCTU (Shared Responsibility Model) B
06J/1a4HbIX CpeJiax TpebyeT YTOUHEHUS FPAHUL, OTBETCTBEHHOCTH U NOBBILIEHUS IPO3PAYHOCTH
B3aMMOJ€MCTBUS MexJy NpoBalJiepaMyd M KJIMEHTaMH, YTO fABJISETCH BaXKHbIM YCJIOBUEM
3¢ deKTUBHOrO yrpaB/eHUs] pUCKAMHU.

4. TloxTBepXJeHa NMepClneKTUBHOCTb NPUMeEHEHUs] TEXHOJIOIMM UCKYCCTBEHHOI'0 UHTEeJIEKTA U
MallMHHOIO O00y4YyeHUsl [Jis1 MPOrHO3MPOBAHUA Yrpo3 HMHPOPMALUMOHHONW 6e30MaCHOCTH.
BMecTe ¢ TeM ocTaéTcs HEOOXOAUMOCTD JabHeHIlero uccae0BaHus po6/eM npe/iB3ATOCTH
JIAQHHBIX U pa3paboTKU Mep 10 CHWKEHHIO OLUMO0K NPOrHO3UPOBaHHUA.

[TosiydeHHbIe pe3yJbTaTbl 00J13IAI0T MNPAKTUYECKONW 3HAYHMMOCTBIO: OHU MOTYT OBITh
WCIIOJIb30BaHbl  JJII  COBEpPUIEHCTBOBAaHUSA  MOJUTUKM  HUHGPOpPMallMOHHOW  6e30MacHOCTHU
OpraHMsalyi, a TaKKe CO3JAI0T OCHOBY JJIS Ja/JbHEHIIUX UCCJAeJL0BAaHUK B 00J1aCTH ynpaBJ/eHUs
MH$OpPMaLMOHHBIMU PUCKAMU U BHeApEHUS1 MHHOBALMOHHBIX TEXHOJIOTMHU 3alUThl JAHHBIX.
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