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YNTTBIK FbUbIM
AKAOQEMWACHI

N°2 (anpenb-uionb) 2025 rog

AxbL16ek Kypuo6aes,

aKaJIeMUK,

[Ipe3ugenT HauymoHanbHOM
akazeMuu Hayk npu [Ipesugente PK

WU ynpas/igseT npuUpoagHBIMHU PUCKAMH

IIpu Axademuu Hayx cozoana nabopamopus
NPOCMPAHCMBEHHO-8PEMEHHO20 UCKYCCNGEH-
HO20 UHMeNNeKmd

I'maBa rocynapcrsa Kaceim-)Komapt To-
KAaeB IMOCTOSHHO IOJYEPKUBAET HCKIFOUYUTEIb-
HYI0 BaXHOCTb Pa3BUTHUsI HAyKH, YKPEIUICHMS
MEX1YHapOJAHbIX HAYUYHbIX CBSI3€H U CTaBUT 3a-
nady npespatuth KazaxcraH B CTpaHy BBICOKO-
TEXHOJIOTUYHON SKOHOMMKH, OCHOBAHHOM Ha cO-
BPEMEHHBIX 3HAHWSIX U MHHOBaLUsAX. Beinosnne-
HUE JAHHOTO NTOPYYEHHs Ha CETONHAIIHUN JCHb
SBJIIETCS. OJTHUM U3 TJIaBHBIX IPUOPUTETOB B Jie-
arenpbHocTH HanyoHanbHOM akaieMUH HayK NIpU
IIpesunente PK.

B nHacrosmiee BpeMs K YHMCIy IPHUHSTBHIX
KOHKPETHBIX MEP MOXHO OTHECTH CO3/aHHE B
despaie 2025 roxa Ha 6a3e HanmonaneHoit aka-
JeMHH HayK MexayHapoaHOro Hay4HOIo IIeH-
Tpa ¢ 00beIMHEHHOH J1abopaTopueil nmpocTpaH-
CTBEHHO-BPEMEHHOI'O0 HMCKYCCTBEHHOI'O HHTEJI-
JIEKTa ¥ YCTOMYMBOTO DPA3BUTUS COBMECTHO C
WKAIBSHCKUM TEXHOJIOTUYECKUM YHHUBEpPCUTE-
TOM IIpU y4acTUM akaJeMukoB Kuralickoi aka-
JI€MHUH HayK U BEIyILUX BHICOKOTEXHOJIOTUYHBIX
xomnanuii KHP. Taxoil MexxayHapoHbIil Hay4-
HBIH LIEHTpP ¢ COBpeMEHHOI1 J1abopaTopueil B Ka-
3axCTaHe CO3/1aH BIEPBbIE, U 00EM HHBECTUIIUH
B JAHHBIA MPOEKT COCTaBUT | MipHa roaHei
(oxomo 70 mupp TeHre).

JlaGoparopus NaHHOTO LEHTpa MPEACTaB-
JsieT co0ol MHTETPUPOBAHHYIO MIATGOpPMY JUIs
00pabOTKH MPOCTPAHCTBEHHO-BPEMEHHBIX JaH-
HBIX, aHaJIM3a ¥ BU3yanu3anuu. OHa BKIIIOYAET B
ce0s MOILIHBIE CEpPBEPbl C BBICOKOIPOU3BOIM-
TEIbHBIMU IPOLIECCOPAMH, YCKOPUTEIbHBIMU

KapTaMu ISl MAIIMHHOTO OOYYEHHs, BBICOKO-
CKOPOCTHBIE HAKOMUTENIU ISl XpaHEHHs! O0Jb-
mux 00beMOB MH(MOPMAIMH M CIICIUAIN3APO-
BaHHYIO cucTeMy oTtobpaxenus. Kpome Toro,
naboparopuss HMMEET MOOWIBHBIM KOMIUIEKC
SIGMA Ha 6a3e TpeXOCHOTO TSKEJIOro BHEIO-
POKHUKA, IpeITHa3HAYEHHbIN 1J11 pabOTHI B IKC-
TpEMaJIbHBIX YCIOBUSAX M aHalIM3a IpOCTpaH-
CTBEHHO-BPEMEHHBIX JIAHHBIX.

OcHOBHOMH 3a/1aueil JAHHOTO LIEHTPA SIBJIS-
€TCsl CO3/laHue Hay4YHO-TEXHUYECKOM IiaT-
(OpMBI JUIT HHTETPUPOBAHHOTO MOHUTOPHHTA U
MIPOTHO3UPOBAHUS MPUPOIHBIX SIBICHUH, YIIPaB-
JIEHUSI PECYpCaMH U COJECUCTBUSI YCTOMYHUBOMY
pa3BuUTHIO permoHa. B pamkax naHHON 3amaumn
OyIyT NpOBEACHBI HAYUYHbIE UCCIIEI0BAaHUS B 00-
JacTU UCKYCCTBEHHOTO MHTEJUIEKTA, IU(POBHIX
TEXHOJIOTH, IEPETOBBIX HHKEHEPHBIX PEIICHUI
U YCTOMYMBOrO pa3BUTHUS, OYIAYyT peaau30BbI-
BaThCs MHHOBAIIMOHHBIE TPOEKTHI B 00J1aCTH 00-
JAYHBIX BBIUYMCIICHUH B CIIyTHUKOBBIX CETSIX, UH-
TEJUIEKTyaJIbHbIX TEXHOJIOTUH MPEJOTBpAIICHUS
CTUXUUHBIX O€ICTBHH, HHTEIUIEKTYaIbHON SHEP-
TeTUKH, CEIbCKOT0 XO3SIMCTBA, 3KOJIOTMYECKON
3alUThI U JorucTHKH. [Tpn 3TOM 0c060€ BHUMA-
HUe OyIeT yIeneHo pa3paloTKe perieHui st
IIPOTHO3UPOBAHUS  DKOJOTMYECKUX  PHUCKOB,
YCTOWYHMBOTO YIPaBJIEHUS pecypcaMu U coxpa-
HEeHHs OMopa3HO00pa3Hsl yepe3 co3/laHue Ka3ax-
CTaHCKOW MHTeIIeKTyalbHOU cucteMbl DeepBas
Ha ocHoBe Deepseek.

[IpoekT B mepcrekTHBe HaieleH Ha (op-
MHUpPOBaHHE HayyHOro xaba ¢ OXBaTOM BceX
ctpan LlenTpanbHoil A3uH, a B MOCIEAYIOLIEM —
Wpana, Monronuu u Adranucrana. Ha stom
JTamne JaHHas JadopaTopus OyaeT crocoOHa pe-
aTh MMPOKUIN KPYr TAKUX CTPaTETMYECKUX 3a-
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nay B LleHTpanbHO-A3MaTCKOM pEruoHe, Kak Mo-
NEUPOBAHUE W MPOTHO3UPOBAHUE CTHUXUMHBIX
Oe/ICTBUH, BKJIIOYAss HABOJIHEHUS, 3aCyXH, 3€M-
JIETpsICEHUsI, JIECHBIE MOXaphl, pazpaboTka CHu-
CTEMbI PAHHETO MPEAYIPEKICHUS U PEBEHTUB-
HBIX MEp, HalpaBJICHHBIX HA CMSATYEHHE UX I10-
CIICICTBUH.

Kpome Toro, maGopatopusi Oyner 3aHH-
MaTbCsl Pa3pabOTKOW MHTEIUICKTYaJIbHBIX JHEp-
TETUYECKUX PEIICHUH I ONTUMHU3AIUU pac-
MpeJICTICHUs] PHEPTUM Yepe3 «YMHbBIC» CETH, aHa-
Tu3a MOTPeOICHNS U TPOTHO3UPOBAHUS CITPOCa,
YTO MPUBOJIMUT K CHUIKECHHUIO DHEPTOTIOTPEOICHHS
u norepb. Hapsily ¢ 3TUM OHa € UCIIOJIb30BaHUEM
MCKYCCTBEHHOTO HHTEIUIeKTa OyJeT pemnarb
POOJIEMBI ONITUMHU3AIMH TPAHCTIOPTHBIX CUCTEM
Y TOPOACKOM HHPPACTPYKTYPHI, YIIPABICHUS 10~
POKHBIM JIBJKEHHEM B ropojax, ONTUMHU3AIUU
MTOTOKOB, COKpAIICHUs MPOOOK U CHUKCHHUSI BbI-
OpOCOB, BKIIIOYAs TUIAHUPOBAHHWE MAaPIIPYTOB
AKCTPEeHHBIX cIyxk0 Bo Bpems UC.

Baxnol cocTaBHOI YacThIO IEATCILHOCTH
LIEHTpa U €€ JJabopaTOpHH CTaHET Pa3BUTHEC HH-
TEJJIEKTYAJIbHOTO CEJIbCKOIO  XO3SIICTBA, UC-
M0JIb30BAHUE POHOB U CITYTHUKOBBIX CHUMKOB
JUTsI MOHUTOPUHTA 37I0POBBS YPOXKasi, COCTOSTHUS
MOYBbI, OOHAPYKEHUS BpeauTeNel u 0oJe3HeH,
MIPOTHO3UPOBAHUE YPOKAUHOCTH, ONTUMHU3ALIMS
MCIIOJIb30BaHUs BOJBI U YAOOPEHUH, YTO HaMpsI-
MYIO CITOCOOCTBYET PETHOHAIBHOM MPOJI0BOJIb-
CTBEHHOM 0€30MacHOCTH U YCTOWYMBOCTHU Pa3BH-
THSL.

YATTBIK FbifbIM
AKALEMUACHI

Taxoke B uX QyHKIMOHAT BXOJUT PELICHUE
BOIIPOCOB COXpaHEHUsi OMOpazHOOOpasus, co-
3J1aHUS CUCTEMBI DKOJIOTHYECKOTO MOHUTOPHUHIA
U TPOTHO3MPOBAaHUS Ha 0a3e HMCKYCCTBEHHOTO
UHTEJUIEKTa, I€OMH(MOPMALMOHHBIX CUCTEM H
JUCTAHLIMOHHOTO 30HAUPOBAHUS ISl OTCIIEKU-
BaHUS COCTOSIHMSI 3KOCHCTEM, (HDOPMUPOBAHMS
€IMHOr0 IH(PPOBOro KajacTpa (Giaopsl u payHsl
pPErHoHa, COIPSHKEHHOIO C MEXIYHapOIHBIMHU
mwiargopmamu. HemalioBa)XHOW CTOPOHOM UX
JESITEIbHOCTH CTAHET pelleHHue MpoOIeMBl
YCTOWUYMBOIO PA3BUTHUS CEIILCKUX TEPPUTOPHUIL
IyTeM pa3pabOTKU JOJTOCPOUYHBIX CLIEHAPUEB C
Y4€TOM KJIIMMAaTU4YECKUX U3MEHEHUH U pocTa pe-
CYpPCHOW Harpy3kH.

Takas MHOrocekropajgbHasi HallpaBJICH-
HOCTb LIEHTpa U €€ J1abopaTopuu CO3/1aeT yHU-
KaJIbHYI0 BO3MOYKHOCTb HAy4yHbIM OpraHM3a-
LUsM PETHOHA COCPENOTOYUTH CBOM YCHIHS HE
TOJIbKO Ha PEIlIeHNH 001X 3a1a4, B3aUMHO 000-
ramasi Apyr Jpyra HOBBIMM HAay4HBIMH 3HAHU-
MU M KOMIIETEHUHUSMHU, HO U Ha IOATOTOBKE
Hay4HbIX KaJIpOB HOBOM (hopMaliuu Ui Kaxao0i
CTpaHBI.

OdunuanbHoe OTKpBHITHE LEHTpa IUIaHU-
pyercs B paMKax MOBECTKU MPEACTOSALIET0 caM-
muta «Kurtait — LlenTpasibHas A3usi», 4TO MOJI-
YEPKUBAET €70 BBICOKUN MIOJUTUYECKHUN CTaTyC U
3HAYUMOCTD JUIsl pETHOHAJIBHON UHTETPALIUH.

(Kazaxcmanckas npasoa, Ne om 12.06.2025 2.)

HAYKA HHTEJINEKTYAJIbHBIX CUCTEM
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YATTHIK FbIbIM
AKAOEMMUACHI

UDC 004.85

Kumalakov B.*, Abdibek B., Mukhanov D.
Astana IT University, Astana, Kazakhstan
E-mail: b.kumalakov@gmail.com

ABOUT A FILE SORTING PROBLEM USING MACHINE LEARNING

Kumalakov B.A., PhD, ssociate professor at the School of Artificial Intelligence and Data Science, Astana IT
University. E-mail: b.kumalakov@gmail.com, ORCID: https://orcid.org/0000-0003-1476-9542;

Abdibek B., Junior researcher. E-mail: ailpokabdibek@gmail.com, ORCID: https://orcid.org/0009-0006-
7874-9371;

Mukhanov D., Junior researcher. E-mail: danilmukhanov21@gmail.com, ORCID: https://orcid.org/0009-
0003-0753-6553.

File sorting is essential in a wide range of data management areas, including forensic sciences. In
some cases, forensics specialists face situations when file extensions are absent or intentionally altered
for some purposes. Nevertheless, such files might contain valuable information for the investigation at
hand. This paper reports on an attempt to develop a deep learning system to sort files by categories using
bit representation of file contents, unlike traditional file extension, header or metadata-based solutions.
Training, validation and test datasets included 100 files of various document, media and audio formats.
Overall, the system demonstrates accuracy rate that exceeds 95%, with highest inaccuracy when trying
to classify files with similar contents (for instance, different video file types, etc.). Nonetheless, the
solution serves a solid proof of the concept and a foundation for future research in this direction.

Keywords: machine learning, deep learning, file sorting.

KymasakoB B.A.*, 964i6ek b., MyxaHoB /l.
Astana IT University, AcmaHna, KazakcmaH
*E-mail: b.kumalakov@gmail.com

MAIIUHAJIBIK OKBITYIbI KOJIJAHA OTBIPBII ®AJIJIAPIBI CYPBIIITAY
ECEBI TYPAJIbI

Kymanakos B.A., PhD, YKacaH/ibl UHTeJIJIEKT )K9HE epeK TypaJibl FbLJIBIM MeKTeOiHIH KaybIM/IaCThIPbLIFaH
npodeccopsl, Astana IT University. E-mail: b.kumalakov@gmail.com, ORCID: https://orcid.org/0000-
0003-1476-9542;

A6au6exk b. kimi  fFpuitbiMM  KbI3MeTKep.  E-mail:  ailpokabdibek@gmail.com, = ORCID:
https://orcid.org/0009-0006-7874-9371;

MyxanoB /Jl., kimi fFpuibiMH  KbI3MeTKep. E-mail:  danilmukhanovZ1@gmail.com, ORCID:
https://orcid.org/0009-0003-0753-6553.

dainapabpl CyphiNTay JepeKTepli O0acKapyblH KeNTereH calajapblHAQ, COHBIH iLIiHJe
UUPJIbIK KpUMUHAJUCTUKA/Ia KeHiHeH naiaanaHaabl. Kelbip xafgailiapaa uudpiblK KpUMUHAIKUCT
Kelbip MakKcaTTap yuliH ¢paityi keHeUTiM/epi »KOK HEMecCe 9/leili e3repTi/IreH xaF/jaillapra Tan 60J1a/ibl.
JlerenMeH, MyHAal ¢aisizapaa Teprey yiliH KyHAbI aKnapaTt 60/ybl MYMKiH. Bys Makasiaza gacTypai
daity keHelTiMi, TaKbIpbI HEMeCe MeTaZepeKTep Heri3iHje KyMbIC iCTEWTIH WemimMaep/ieH e3relie,
daiin Ma3MYHBIHBIH OUTTIK KepiHiciH naijjananbin ¢anaaap/bl caHaTTap GOWBIHIIA CYpPbINTAY YILiH
TepeH, OKbITY XXYHeciH a3ipsiey opeKkeTi Typa/bl XabapJsaijbl. TpeHUHI, BajuJalus >KoHe CbIHAK,
JlepeKTep XXUHaKTaphl 9PTYPJii Ky>KaT, MeJiua xaHe ayano ¢opmarTtarsl 100 daitiabl KaMTbl bl XKaambl
aJIFaH/a, xKye dannaapabl 95% JMo//iKIeH aHbIKTalabl, 6ipaK Ma3MyHbI yKcac danigap/ bl (MbICaJIb,
apTypJii OelHedailn Typsepi koHe T.6.) aHbIKTaFaHJAa KaTe Xibepyi MyMKiH. /lereHMeH, Iieliim
TYKbIpbIM/JIaMaHblH, 6epiK /aJ1eli >koHe 0Cbl 6aFbITTaFbl 60J1allaK 3epTTeyJiep YUIiH Heri3 60/1a/bl.

Ty#iH ce3aep: MallMHAMIbIK OKbITY, TEPEH OKbITY, Galjapibl CYpHINTAY.
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YNTTHIK FbiNbIM
AKAOEMWACDHI
KymanakoB B.*, A6gu6ek b., Myxanos /.

Astana IT University, Acmana, KazaxcmaH
*E-mail: b.kumalakov@gmail.com

OB OIHOM 3A/IAYE COPTUPOBKU ®AIIOB
C MIPUMEHEHMEM MAILIMHHOI'O OBYYEHUS

KymanakoB B.A., PhD, acconuupoBanHbiii npodeccop LIkosbl MCKYcCTBEHHOTO UHTeJIeKTa U Hayku o
JaHHbix Astana IT University. E-mail: b.kumalakov@gmail.com, ORCID: https://orcid.org/0000-0003-
1476-9542;

A6au6exk B. Muaamuil  HaydyHbIM coTpyAHuK. E-mail: ailpokabdibek@gmail.com, ORCID:
https://orcid.org/0009-0006-7874-9371;

MyxaHoB /I, MuaAmidi HaydHbId coTpyfgHUK. E-mail: danilmukhanov21@gmail.com, ORCID:
https://orcid.org/0009-0003-0753-6553.

CoptupoBka ¢ailjioB HUrpaeT BAXKHYK pPOJb B IIUPOKOM CIEKTpe o6JiacTedl ympaBJieHUs
JaHHBIMHU, BKJIIOYast [UPPOBYI0 KPUMUHAJUCTHUKY. B HEKOTOPBIX CIyyasix ClleljMaJUuCcThbl 0 LUPPOBOU
KPUMHUHAQJIUCTUKE CTAJKUBAIOTCA C CUTyalUUsMH, Korja pacmiupeHuss $aljoB OTCYTCTBYIOT WU
HaMepeHHO M3MeHeHBI /Il KaKUX-160 Lesell. TeM He MeHee, Takue Gpaiibl MOTYT coJiepKaTh LeHHYI0
vHbopMaLuo Ui NPOBOAMMOro pacciefjoBaHusi. B JaHHOM cTaTbe mpexcTaB/ieHa MOMNbITKA
pa3paboTKU CHUCTeMbl TJyOOKOro o0O0y4yeHUsI [JJs COPTUPOBKM ailyioB MO KaTeropusiM c
WCII0JIb30BaHUEM OMTOBOTO NpeJCTaBIeHHUs UX COLEPKMMOT0, B OTJINYME OT TPAaAHULIMOHHBIX pelleHUH,
OCHOBaHHBIX Ha pacuiMpeHuH paiiioB, 3aroJ0BKax UiK MeTaJaHHbIX. 06yyarllye, BaJuJallMOHHbIE U
TeCTOBble HabOpbl AaHHbIX BkAw4aid 100 ¢aitsioB pasnnuHbiXx opMaTOB JOKYMEHTOB, MeJua- U
ayauodaitzioB. B nesom cucreMa AeMOHCTpPUPYeT TOYHOCTb, NpeBbllawuyo 95%, ¢ Hanbosbluel
HOTPELIHOCTBI0 NPU KaaccuPUKaLUM PalioB CO CXOXKUM COJEpPKUMBIM (HalpyMMep, pa3HbIX THUIIOB
BuZeodaiyioB U T. 1.). TeM He MeHee, pellieHUe CIYKUT YoeAUTeTbHbIM NOATBEePKeHHeM KOHIENLUU U
OCHOBOM /151 6y AyLIUX pa3paboTOK B 3TOM HalpaBJeHUH.

KiroueBble c/10Ba: MallMHHOE 06y4eHHe, IIyboKoe 06yyeHue, COpTHPOBKa (paliioB.

INTRODUCTION

File sorting is essential in a wide range of data management areas [1, 2], including forensic sciences.
Of a special interest are cases when experts must deal with damaged files, such as files recovered from
damaged memory partitions or - in fact - purposely altered for any reason. Hence, traditional file
classification techniques, such as file extension- or header-based approaches, become invalid and use of
deep learning systems to examine file fragments - in its binary representation - becomes promising
enhancement.

Over past years numerous industrially applicable open-source systems made their way to the
market. Namely TrID, DROID, Siegfried, Magika, FiFTy, File Fragment Classification and the "Binary
Classification of CSV Files" project gained visibility.

Magika is a software product developed by Google, based on deep neural networks, that classifies
over 100 file types with over 99% accuracy [3]. The solution provides fast processing regardless of file size
and is available through both a Python command-line interface and an API. Advantages include high
classification accuracy, support for a wide range of file types, and ease of integration via the API. However,
using Magika requires significant computing resources, and customizing the tool for specific tasks can be
complex. FiFTy is a tool that uses neural networks to classify file fragments and supports various scenarios
and block sizes, including 512 and 4096 bytes [4]. It supports 75 file types, including archives, documents,
media formats, and executable files. FiFTy's advantages include its ability to handle corrupted data and the
ability to train on new data. Its disadvantages include the need for pre-training and model training. FiFTy is
particularly effective when tailored to specific tasks.

The File Fragment Classification project implements support vector matching (SVM) and k-nearest
neighbour (KNN) to classify 13 file types [5, 6, 7, 8]. The solution demonstrates high accuracy on real-world
data, making it useful for digital forensics. Advantages also include high accuracy on a limited set of file types
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and relatively low computational requirements. However, the project is limited in the number of file types
it supports and is less effective when working with fragmented or corrupted data. This solution is suitable
for working with small datasets, especially in the presence of partial corruption.

Binary Classification of CSV Files uses various machine learning models for binary classification of
CSV files [9], which can be adapted to classify other file types by modifying the dataset and tailoring an
algorithm. Key advantages include high accuracy in specific tasks and flexibility in model selection.
Limitations include the need to adapt to other file types and a narrow focus on binary classification. This
solution can be useful for automating data sorting based on its structural characteristics.

At this stage we can generalise that machine learning enabled tools either rely on availability of an
external dependence (such as Goodle database or a library of signatures) or have extremely limited number
of file types it can handle. This fact serves as a basis to develop a bespoke solution for forensic file sorting
needs this research pursues.

Remainder of this paper reports on a file sorting application which utilises traditional classification
technique with an optional deep learning component and its test results. The machine learning based
component is a three-layer network trained to recognize 19 (nineteen) file extensions. The system
demonstrated 95% classification efficiency with a training time of 6.5 minutes using a graphics processing
unit and 30 minutes with central processing unit only. The traditional file classification algorithms include
“extensions”, “header” and “signatures” based sorting.

MATERIALS AND METHODS

The workflow is to unpack files stored in a digital archive into target folders according to their type
and use. Specifically, category folders are: “media” (with graphics, video, audio and animation sub-folders),
“configuration files”, “documents”, “no match” and “others”. Some files are intentionally saved with false
extensions (or without one) and some are with stripped metadata.

Schematically algorithm is presented in figure 1. When launched, the program reads the archive and
extracts files one by one. If a file is an archive itself, it recursively processes it and carries on till the root
archive files remain. In other cases, it tries to classify the file using its “extension”, “header” and/or
“signature” in the named order. After that the same file is classified using machine learning and one of three
scenarios happen. First, if both methods produce the same outcome, the file is saved into corresponding
folder (such as media, document, etc.). Second, if both methods fail to identify file type, it is saved into the
“others” folder. Third, if two steps classify the file differently or one of them fails to do so, it is saved to the
“no match” folder. Such a naive approach is designed not to distract the evaluator from machine learning
component efficiency and keep experiment setting as simple as possible.

»| Exiract a file from the archive
Classify the file using
traditional approach

Save to the “others”
folder

“~_File itseff is an archive

Classify the file using ML

Classification resulis
do not match

Save to the "no
match” folder

Classification results match

Save to an apporpriate
folder according to the file

Figure 1 - Schematic representétion of the sorting algorithms
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Experiment dataset consists of 100 files with the following extensions: doc, docx, html, pdf, pptx, txt,
xls, xlsx, xml, gif, jpeg, jpg, png, mov, mp4, audioaac, mp3, and opus. They were proportionally divided into
three sets: training (64%), validation (16%), and testing (20%).

For each file, the first 2048 bytes were extracted, of which the first 256 bytes were removed. The
remaining 1792 bytes were used as features added to the "content" column. To run the model, binary data
was converted into strings. To balance the data, 100 files of each type were randomly selected to avoid
imbalance and inaccuracies in the classification of underrepresented file types.

Broad layer

0 - Document 1 - Not Document

Audio/imagelvideo

Document classifier i
classifier

Audio classifier Image classifier Video classifier

Figure 2 - Deep learning structure

Figure 2 visualises the hierarchical structure of the deep learning system. Every rectangle
represents a classifier layer. Various algorithms were investigated, including random forest, support vector
machines, XGBoost, and neural networks. The neural network was trained using various hidden layer
configurations (convolutional, pooling, and dense) and the number of neurons (from 32 to 256 in each
layer). Additionally, the XGBoost classifier was trained on n-gram vectors. Early stopping, dropout, and layer
normalization were used to reduce overfitting.

Evaluation metrics included precision and recall, where:

- Precision: the proportion of relevant instances among those retrieved.

- Recall: the proportion of relevant instances that were retrieved.

These metrics were saved in the classification report (see figure 3). The performance was evaluated
by file type: precision was analysed for each type to identify anomalies.

Audio model classification report:
{'.aac': 0, ".mp3': 1, ".opus': 2, '.wav': 3}

precision recall fl-score support

.00 21
.97 19
.00 25
-7 15

accuracy .99 80
macro avg .99 80
weighted avg .99 80

Figure 3 - Classification report structure for a single classifier
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Forward propagation on the first layer is defined as follows:
Z(l) — W(l)a(l_l) + bl

D = £(zD)

a z

where W- layer weights matrix, b0) — displacement vector, at-1) - output of the previous layer.
Backward propagation is used to calculate gradients and update weights. Gradients are defined

using the chain rule:

oL

g s . gD

The loss function, in turn, determines the difference between the network predictions and the true
values:

m

L= ! log(9 1 log(1— 9
= —EZ[% 0g(¥;) + (1 — y)log(1 — )]

i=1
where m is the number of examples, y; is the true label, y; is the predicted probability.
oL
D — . F! l
5D = 5@ f'(z®)
where §) — error gradient at the level L.

In turn, the weight update is implemented using the gradient descent method.:

oL

O = o —
Al Fr7o

where 1) is the learning speed.

To implement the algorithm, a convolutional neural network is used, which uses 768 bytes of the
input file, totalling 1024 bytes of the input file for processing. The file extension is ignored when reading at
the code logic level. The word length of 768 was chosen because a significant proportion of text files (.txt)
and animations (.gif) are small, and using longer words would capture part of the file footer.

RESULTS AND DISCUSSION
Deep learning system performance results are presented in figures 4 and 5.

Model Loss Training and Validation Accuracy

- Train Loss 094 Training Accuracy P

2.5 Vahidation LosS Validation Accuracy /\/
S

oo
2.0 0.7 4 /

o5
v
Accuncy
o

- B

v . - v
o S 10 15 20
Epoch

0 5 10 15 20
Epochs

Figure 4 - Model training and validation accuracy

File recognition quality for general categories exceeds 95%. However, test results also indicate that the
neural network has difficulty recognizing files with similar content (e.g., png, jpeg, and jpg; as well as audio
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files (mp4 and mov). This might be fixed by dynamically increasing the number of input bytes fed to the
model for certain file types.

— S, 249mSs /Sstep - accuracy: 0.6041
accuracy .aac: 0.6299999952316284
— ]S, 256ms/Sstep - accuracy: 0.9846
accuracy .doc: 0.9100000262260437
— S 257ms/step - accuracy: 0.9786
accuracy .docx: 0.9700000286102295
— ]G, 253ms /step - accuracy: 0.1579
accuracy .gif: 0.150000005960464438
—— S, 404ms /step - accuracy: 0.9109
accuracy .html: 0.9100000262260437
— S 249mSs /Sstep - accuracy: 0.0554
accuracy .Jpeg: ©.05000000074505806
— 1§, 253ms/step - accuracy: 0.5771
accuracy .Jpg: 0.5600000023841858
— S 256ms/step - accuracy: 0.1873
accuracy .mov: 0.20000000298023224
— S 263mS/step - accuracy: 0.4122
accuracy .mp3: 0.38999998569488525
— S, 247ms /step - accuracy: 1.0000
accuracy .mp4: 1.0

1s 256ms/step - accuracy: 0.9724
accuracy .0pus: 0.9700000286102295
— S 253ms/step - accuracy: 0.6190
accuracy .pdf: 0.6100000143051147
— S, 262mSs/step - accuracy: 0.1359
accuracy .png: 0.1599999964237213
— DS, 4Q8mSs/step - accuracy: 0.8341
accuracy .pptx: 0.8299999833106995
—— ]S, 346mSs/Sstep - accuracy: 0.9816
accuracy Ixt: 0.9800000190734363
— S, 259mSs /step - accuracy: 0.8892
accuracy .wav: 0.8999999761581421
— 1s 256ms/step - accuracy: 0.9653
accuracy .x1s: 0.9599999785423279
— S, 255ms /Step - accuracy: 0.9352

accuracy .xX1sx: 0.949999988079071
— S, 260mMS/Step - accuracy: 0.9630
accuracy .xml: 0.9700000286102295

Figure 6 - Classification accuracy by file extension

The training was also run using central processing unit only and a graphical processing unit enabled
(GPU) modes. When using GPU training took on average 6.5 minutes, while in a CPU only mode it took 30
minutes to reach the same result.

CONCLUSION

Paper presented a hybrid file classification and sorting application that combines traditional algorithms and
machine learning techniques to effectively address data management issues for forensics needs. The
proposed multi-level classification involves n-gram tokenization, and convolutional neural networks, and
achieved classification accuracy exceeding 95% for provided file types, despite the challenges associated
with similarity. The use of GPU acceleration significantly reduced training time, making the method scalable
and suitable for working with large volumes of data. However, limitations related to the recognition of rare
or corrupted file types remain, requiring further research. Future work will focus on improving the model's
adaptability, expanding its capabilities to work with more complex datasets, and integrating new
technologies to improve accuracy and performance.
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YnpaBieHve UHPOPMAIMOHHBIMU PUCKAMH SBJISETCS KJIOYEBBIM 3JIEMEHTOM OGecreyeHus
6e30MacHOCTH COBPEMEHHbBIX OPraHU3alUi, 0COGEHHO B YCJOBHUSAX POCTa KUOEPYTPO3 U UIUPOKOTO
BHe/[peHUsl 06JIaUHbIX TEXHOJIOTHH. B HacTosel paboTe paccMaTpUBaeTcsl akTyaslbHast MpobJema
MOBbIIIeHUs] 3PPEKTUBHOCTH YIpaBJeHUs WHPOPMALMOHHBIMHM PUCKAMHM 3a CYET HHTerpaluu
OpraHU3al[MOHHBIX U TEXHUYECKUX MOAXOJO0B, a TAaKXKe aBTOMaTH3allUU MPOIECCOB UX OIEHKU U
aHa/iM3a. 3HAYUMOCTb MCCJeJOBaHUSI OOYC/JOBJIEHA YBeJUYeHHeM CJI0XKHOCTH W pa3HO06pasus
COBpPEMEHHBIX KUOEPYTPO3, TPEOYIOLMX HOBBIX pellleHHuH /1151 UX 3P PEeKTUBHOTO Mpe0TBPalleHUS.
Jns pelieHUs MOCTaBJIEHHOW 3ajayd vcnoJsib3oBaHbl MeTogosioruu OCTAVE u NIST SP 800-30,
MO3BOJISION[MEe KOMIIJIEKCHO MOAXOAWTh K YNpPaBJeHUI0 WHPOPMALMOHHBIMM PHUCKaMH, cOYeTas
OpraHu3alMOHHble U TEXHUYECKHE acleKThl. B paMKkax HcciiegoBaHUs MPOBeeHa aBTOMaTH3aIus
mpolecca OIEHKU PHUCKOB C TMOMOLIbI  pa3paboTaHHBIX aBTopoM  Python-ckpumnTos,
npeJHa3HauYeHHbIX /I BbISIBJEHHUS CETEBBIX YA3BUMOCTEH W aHaIM3a KOHPUTYpalUi 06Ja4HbIX
cucteM. Pe3ysbTaTbl paboThl JeMOHCTPUPYIOT HPEUMYIIeCTBA KOMOGUHHUPOBAHHOTO MOJX0JA K
YIpaBJEHUI0 PUCKAMH U MOJATBEPXJAl0T 3PQPEeKTUBHOCTb aABTOMATH3ALMHU [/ MOBbIIIEHUS
ONEepPaTUBHOCTH U TOYHOCTH aHaJM3a. YCTaHOBJeHO, 4To Mozesb Shared Responsibility Model
TpebyeT yTOYHEHHs IPAHUI] OTBETCTBEHHOCTH CTOPOH B 06J1aYHbIX cpeiax. TakKe Mo TBepKIaeTcs
NepCcrneKTHBa NPUMeHeHHUs] TEXHOJOTUH UCKYCCTBEHHOTO UHTEJJIEKTA U MAIMHHOTO 06YYeHUs [l
MOBBINIEHHUSI TOUYHOCTH MPOTHO3UPOBAHUSA Yyrpo3 HHGOPMAIMOHHOU 6e30nacHocTH. Ucnosib3oBaHue
3TUX TEXHOJIOTHH MO3BOJIET aHAJM3UPOBATh GOJIbIIKE 00'bEMBI JAHHBIX U OMEPATUBHO BhISBJIATD
MOTEeHIUaJbHbIE YrPO3bl, YTO 3HAYUTEJHHO YCUJUBAET BO3MOXXHOCTU IMPOTHO3UPOBAHMUA U
pearupoBaHus Ha WHIOUEHTHIL. [losiydeHHble pe3yJbTaThl UMEKT MPAKTUYECKYI0 3HAYMMOCTh U
MOTYT GbITh MCIOJb30BaHbl OPTaHU3AIUAMU MPU Pa3paboTKe U COBEPIIEHCTBOBAHUU IMOJUTHUKU
MHGOPMAMOHHON 6€30MaCHOCTH, a TAKXKe CAYXKaT OCHOBOM AJIs1 JaJbHEHIIMX HCCJIeOBaHUHN IO
WHTEerpalyy nepeoBbiX TEXHOJOTUU B CHCTEMBI YIIPABJIEHUS PUCKAMMU.

Kniwo4yeBble cjioBa: vHpopManMoHHAss 6e30MacHOCTb, yIpaBJieHHWE PHUCKaMU, OO6JIayHble
TEXHOJIOTUH, TOJUTHKA 6e30MacHOCTH, WCKYCCTBEHHbIM WHTEJJIEKT, MalllMHHOe Oo6ydyeHHe,
aBTOMaTH3al[Ms ayJUTa U OLIEHKU PUCKOB.
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AKnapaTThIK ToyeKeaaepAi 6acKkapy Kasipri 3aMaHFbl yibIMAap/blH Kayinci3iriH kKaMTaMachi3
eTyAiH Herisri ajeMeHTi 0o0Jibil TabbLIaAbl, acipece KubepKayinTepAiH ecyi oHe OYJTThI
TEeXHOJIOTHUSIIApAbl KeHIHeH eHri3y »KafJalblHAa. Bys1 KyMbicTa YWBIMAACTBIPYUIBLIBIK, *KOHE
TeXHUKaJIbIK TIcCiJiepAi HWHTerpauusjiay, COHJAH-aK ToyeKe/aAepli Oarajay KoHe Taljay
NpolecTepiH aBTOMATTAHABIPY apKbLIbl aKNapaTThIK TayeKeaAepli 6acKapyAblH THIMALIICIH
apTTBIPYAbIH, ©3€KTi MaceJjieci KapacTblpbuIaZbl. 3epTTeyAiH MaHbI3AbLIbIFBl 3aMaHayHu
KubepKayinTepAiH KypZeJijsiri MeH 9pTypJijiriHiH apTyblHa 6alaHBICTBI, OJlapAbl THIMAI
GoJs1IbIpMay YIIIiH 2KaHa 1elliMAepai KakeT eTeai. MacesieHi mienny yiliH aKnapaTThIK ToyeKeaaep/ai
6acKapyfa >XaH-)KaKTbl TOCiJl YCbIHATBIH, YUbIMAACThIPYUIBLIBIK K9HEe TeXHUKAJbIK acleKTiaepi
6ipiktipetin OCTAVE :xoHe NIST SP 800-30 oagicTeMesiepi KoJJaHbLIABL 3epTTey OGapbIChIH/A
JKeJTJTIK oca/IIbIKTapAbl aHBIKTAY KoHe OYJITTHIK XXyHesep KOHQUTYpaIMsIapbIH TA/IAAy VIIiH aBTOp
a3ipsiereH Python-ckpunTTep apKblLibl TayeKejjepAi OafFasay mnpoleci aBTOMaTTaHAbIPBLIJBL
Kymbic HaTmkesepi ToayekenzepAi OackapyZarbl OipiKTipijfireH ToaCUIAIH apThIKIWIBLIbIKTAPbIH
KepceTe/i )XoHe Ta/AayAblH, XKeJe/Jiri MeH JaJIAIrIH apTThIpyAa aBTOMATTaHAbIPYIbIH, TUIMALIITIH
pactaigbl. Shared Responsibility Model mogeni 6y/ATThIK opTajia TapanTapAblH KayanKepiigik
HleKapaJapblH HaKTbLIAy[Abl KaXkeT eTeTiHAiri aHblIKTangbl. COHbIMEH KaTap, akKlapaTThIK
KayincisZiik KaTepJsepiH 6o/pkay [A9JIAIMIH apTThIPY VILUIH »KacaHJbl UHTEJJIEKT MEeH MallWHaJbIK,
OKBITY TEXHOJIOTUSJIAPbIH KOJIAAHYAbIH, TepCcneKTUBachbl pacTajfbl. Bys TexHoJsiorusiapjbl
nalajaHy yJKeH KeJieMJeri JepeKTep/i Taajayfa >KoHe bIKTUMaJ KayinTepAi KeJes aHbIKTayfa
MYMKiHZiK 6epefi, OyJl oOKufasap/bl 0oJ/bKay >K9He oJiapFa Kayanm 6epy MyMKIiHZAIKTepiH
alTap/bIKTall KylieWTeli. AJILIHFAH HOTW)XKeJlep IMPaKTUKaJblK MaHre He >oHe yHbIMJap
aKnapaTThIK Kayilci3fjik casicaTbIH 93ipJiey KoHe KeTiIJipy Ke3iHAe KoJiJlaHa aJjiaZbl, COHJal-aK,
03bIK TEXHOJIOTUSJIAPAbI TOYEKeNAEP/li 6acKapy KyHesiepiHe HHTerpalysaiay caaacblHAaFbl 0/1aH 9pi
3epTTeyJ/epre Heri3 60JblN KbI3MET eTe/.

Ty#iH ce3aep: aknapaTTbIK Kayilcisgik, ToyekengepAi 6ackapy, OYJTTBIK TeXHOJOTHUsIap,
Kayimci3iik casicaThl, >KaCcaH bl UHTEJIJIEKT, MAllMHAJIBIK OKBITY, ayIUT IIEH TOYeKeJJlepAi OaFaiayabl
aBTOMAaTTaHJbIPY.
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Information risk management is a key element in ensuring the security of modern organizations,
especially in the context of increasing cyber threats and the widespread adoption of cloud
technologies. This paper addresses the urgent problem of improving the effectiveness of information
risk management through the integration of organizational and technical approaches, as well as the
automation of risk assessment and analysis processes. The significance of the study is due to the
increasing complexity and diversity of modern cyber threats, which require new solutions for their
effective prevention. To address this problem, the OCTAVE and NIST SP 800-30 methodologies were
employed, allowing for a comprehensive approach to information risk management by combining
organizational and technical aspects. Within the study, the risk assessment process was automated
using Python scripts developed by the author, designed to identify network vulnerabilities and analyze
cloud system configurations. The results demonstrate the advantages of a combined approach to risk
management and confirm the effectiveness of automation in improving the efficiency and accuracy of
analysis. It was established that the Shared Responsibility Model requires clarification of the parties’
responsibilities in cloud environments. The study also confirms the potential of using artificial
intelligence and machine learning technologies to enhance the accuracy of forecasting information
security threats. These technologies enable the analysis of large volumes of data and the rapid
identification of potential threats, significantly enhancing the ability to predict and respond to
incidents. The obtained results have practical significance and can be utilized by organizations in the
development and improvement of information security policies, as well as serving as a basis for further
research on integrating advanced technologies into risk management systems.

Keywords: Information security, risk management, cloud technologies, security policy, artificial
intelligence, machine learning, automation of audit and risk assessment.

BBEJEHUE.

CoBpeMeHHble OpraHu3alMM CTAJKUBAIOTCA C pacTylledl CJ0KHOCTbIO HHGOpPMAlLMOHHOU
MHPPACTPYKTYPHI U YBeJMYeHHUEeM YUc/ia KUOepyrpos, 4To JAejaeT ynpaBjaeHre UHGOpMalMOHHbIMU
pUCKaMU BaOXKHEUWIIMM 3JieMeHTOM obecrnedeHusi 6e3omacHocTtu [1], [2]. Ocoboe 3HaYeHUE ITOT
BOIPOC NpHOGpeTaeT NPy BHEAPEHUH 00JIaYHbIX TEXHOJIOIMHM U UCII0JIb30BaHUU MHTepHeTa Bellel
(IoT), rme pecypchl pacnipe/iesieHbl, a ylipaBJeHUe CTOPOHHUMU CEPBUCaMHU TpebyeT HOBBIX IOJX0/,0B
K OlleHKe 1 MUHUMHU3alUuu puckoB [3], [4].

AHanu3 nuTepaTypbl NOKasbIBaeT, YTO 3¢deKTHBHOe ynpaBieHHe HHGPOPMALMOHHBIMHU
pUCKaMU TPeOyeT coYeTaHUs OPraHU3alMOHHbBIX U TEXHUYECKUX M0AX0/10B. MeTogosoruss OCTAVE
(Operationally Critical Threat, Asset, and Vulnerability Evaluation) akueHTHpyeT BHUMaHHe Ha
OpraHMU3aLMOHHBIX IPUOPUTETAX U CUCTEMATHUYECKOU OIleHKe YsI3BUMOCTel U aKTHUBOB [5]. B cBolO
ouepeb, MoJesb NIST SP 800-30 oprieHTHpOBaHa Ha UAEHTHPUKALUIO YyTPO3, aHAJIU3 YPOBHS PHUCKa
Y peKOMeHJaLMu N0 ero cMsArdeHumo [6]. CoBMelleHHe 3TUX NOAX0/L0B obeclieurBaeT KOMILJIEKCHOe
ynpaBJeHHe pHUCKaMH, OCOOeHHO B 0O6JIauHbIX CpeJfilaX, IJe Ba)XHa MoJeJsb pasjeseHHOU
otBeTcTBeHHOCTHU (Shared Responsibility Model) [7], [8].

Jus  noBbllieHUsT 3PQPEeKTUBHOCTH MPOLECCOB OLEHKH M aHa/ld3a PHUCKOB aKTHUBHO
NPHUMEHSAITCA HWHCTPYMEHTHl aBTOMaTu3alUM. Python-ckpunThl NMO3BOJAIT NPOBOLUTH ayAUT
CeTeBbIX YS3BUMOCTEN, aHa/IN3 KOHOUTYpalUil 00/JIa4YHbIX CUCTEM U 060pabOTKY 6OJIbIIUX JAaHHBIX O
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coObITHAX 6e3omacHocTH [9], [10], [11]. Jono/JHUTEbHO METOAbl UCKYCCTBEHHOT'O UHTEJJIEKTA U
MallMHHOT'O O06y4YeHHUs 06ecCledynBalT MPOrHO3UPOBAHUE MOTEHIMAJBHBIX YTPO3 U BbISBJIEHHE
AHOMAaJIMH, YTO MOBBIIIAET ONIEPATUBHOCTbL pearupoBaHUsl Ha UHIUEeHTHI [12], [13], [14].

CoBpeMeHHbIe MEXKAYHAPOHbIE CTAaHAAPThI U pperMBOpKH, Takue Kak ISO/IEC 27005, COBIT
u NIST Cybersecurity Framework mpemocTaBisiloT peKOMeHJAl[UM 110 YIPaBJEHHI0 PUCKAMU U
WHTErpaldyd 3THUX MPOIeCCOB B KOPNOPAaTHBHOE YIpaBJieHHE W COOTBETCTBHE HOPMATUBHBIM
Tpe6oBaHusaM [15], [16], [17]. B coueTanuu c aBTomaTu3aiyed u Al/ML TeXHOJIOTHH, OHU CO3/1al0T
BO3MOXXHOCTH /151 60J1ee TOUHOTO U OBICTPOTO aHa/IKM3a yIPo3 U NPUHATHUA pelneHui [18], [19].

TakuM 06pa3oM, aKTyaJlbHOCTh paboThl 0OYCJOBJEeHA HEO0O6XOJUMOCTbI0 HWHTErpaunuu
OpraHMU3al[MOHHBIX W TEXHUYECKUX IOJAXO0JI0B K YNpaBJeHUID HWHPOPMAIMOHHBIMH PHUCKAMH,
aBTOMAaTH3allMU OLEHKA M aHa/iu3a, a TakKXke MWCI0Jb30BAaHUS COBPEMEHHBIX TEXHOJOTUN
MPOrHO3UPOBAHUS YTPO3.

[lesib cTaTbU — TPOBECTH 0630p CYIECTBYIOUIUX METO/OJIOTUH U HHCTPYMEHTOB YIIPaBJIEHUSA
MHOOPMAIIMOHHBIMM PUCKAMHU C aKIleHTOM Ha WX aBTOMAaTH3allMi0 W NMpPUMeHeHHe B 00JIaYHbIX
cpejax.

MATEPHAJIBI U METOAbI UCCJIEJOBAHUA.

[Ipouieccel OIleHKM W YIpaBJeHUA PUCKAMM, HUHTErpupymolnivecs B cyuecTtByomywo HWT-
UHQPACTPYKTYpPy OpPraHU3anUH, SBJASIOTCS BaXKHBIM aCHeKTOM ayJuTa HWHOOPMAlUOHHOU
6e3omacHocTU [3]. OObBIYHO 3TO BKJ/OYAET aHaMW3 TEKYL[UX CHCTeM 0€e30MacHOCTH, ayAUT
YSI3BUMOCTEMN U MJIAHUPOBAHUE OYAYIIUX Mep.

NaeHTndunkauna —> AHaN13 puckos [—> OueHka —>| Mepel cHKeHNA puckos  |——>| MOHWTOPWHT K NepeocMoTP

Puc. 1. [Iponiecc ynpaBieHUd pUCKaMHU.

Ha pucynke 1 npejcraBJieHa 6J10K-CxeMa, HJJIIOCTPUPYIOLLas NPoLecc ynpaBJeHUsl pUCKAMU B
MHPOpPMALlMOHHOW 6€e30MacHOCTU. JTOT MpolLiecC BKJOYAeT HECKOJbKO KJ/YEBbIX LIAroB:
UJeHTUOUKALUI0 PUCKOB, aHAJIU3 yIrpo3, pa3paboTKy MJaHa JeWCTBUH U MOHUTOPUHI COCTOSIHUS
6e30MacHOCTH.

JJis KpynHBIX OpraHu3alyil ¢ GOJIbLIMM KOJUYECTBOM HUH(POPMAILMOHHBIX CUCTEM IpOLEecc
OLIEHKU PUCKOB MOXKET OBbITh YaCTUYHO aBTOMAaTU3UpoBaH [5]. Hanpumep, c noMo1blo CKPUNITOB Ha
Python Mox<HO NPOBOAUTH ayJUT CETEBBIX YA3BUMOCTEN U MPOBEPKY KOHQUTypaLUil CUCTEM.

import matplotlib.pyplot as plt

scan_results = {
'192.168.1.1": 3,
*192.168.1.5": 1,
*192.168.1.10": 4,
'192.168.1.20': @,
'192.168.1.30": 2,

hosts = list(scan_results.keys())

open_ports = list(scan_results.values())

plt.figure(figsize=(1a, 5))

plt.bar(hosts, open_ports, color="lightblues")
plt.xlabel( 'XocTw")

plt.ylabel( ' KonuuecTEo OTKPWTEX MopToE')

plt.title({ 'PesayneTaTh CKAHWPOBAHWA CETW (MMUTaUWA) ')
plt.grid(axis="y")

plt.tight layout()

plt.show()

Puc. 2. [IporpaMMHBIN KOJ, CKAHUPOBaHHUA YI3BUMOCTH CETH.
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[IpuMep ckpunTa Ha pPUCYHKe 2 JEMOHCTPUPYEeT aBTOMAaTU3UPOBAHHOE CKAaHUWpPOBAaHHE CEeTH Ha
npeaMeT OTKPBITBIX IOPTOB U NOTEHUUAJIbHBIX yIPO3.

KonnyecTBo OTKPbITLIX MOPTOB
L N g w W b
o wm o wu o w o

o
w
T

o
o

192.168.1.1 192.168.1.5 192.168.1.10 192.168.1.20 192.168.1.30
XocCThl

Puc. 3. OTKpbITbIE NOPTHI IO XOCTAM.

Ha pucyHke 3 npejcraB/eHa AUarpaMma, oKasblBawLias KOJUYECTBO OTKPBIThIX NOPTOB Ha
Ka)K/IOM OOHapy»KEeHHOM XOCTe B JIOKaJbHOW CeTH C UCIOJIb30BaHMEM 6ubMoTeKd nmap. Takoi
aHaJ/IM3 M03BOJIsIeT ONpe/le/IUTh HauboJiee yI3BUMbIE y3Jibl CETU U IPUOPUTETHI [JIs1 JjaJibHeHIero
yIpaBJIeHUs] pUCKaMU [6].

JlJ11 ycnelHoro ynpaBJ/ieHHs pUCcKaMy He06X0JMMO He TOJIbKO BbIOPAaTh IPaBUJ/IbHbIE METO/bI
Y MO/JieJIY, HO U UHTETrpHUpOBaTh UX B NOBCEJHEBHYIO JIeITEJbHOCTb opraHusanuu [7]. CoBpeMeHHble
cuctembl GRC (Governance, Risk, and Compliance) mo3BoJiSIfOT LleHTPaJIU30BaHHO YIPABIATh BCEMU
acrmeKTaMu 0e30MacHOCTH, o06ecneyuMBasi COOTBETCTBUE KOPIOPATUBHbIM H HOPMaTHBHBIM
TpebOBaHHUSM.

C mepexoZjoM MHOT'MX OpraHu3aldi Ha 06Jla4Hble TEXHOJIOTHUH BO3HUKAIOT HOBble BbI30BbI B
nH$opManoHHON 6e3omacHocT [8]. O6JiauHble cUCTeMbl TPeOGYIOT 0COGOro Mojxoja K OLeHKe
PHCKOB, TaK KakK IpeJoJaraloT COBMeCTHOE HCII0JIb30BaHUE PECypCOB, yIpaBJeHHe CTOPOHHUMU
npoBaijiepaMi U TrJ106asbHBINA AocTyl. KioueBbIM NPUHLMIIOM fIBJISIETCS MOJE/b pas/eseHHON
oTBeTcTBeHHOCTHU (Shared Responsibility Model), rae npoBaliiep o61aka oTBeyaeT 3a 6€30MacHOCTh
MHOPACTPYKTYPH, @ KJIMEHT — 3a 6€30MaCHOCTb CBOUX JAHHBIX U pujoxkeHu# [1][8].

[IprMephl NpaKTUYeCKON aBTOMATHU3aL U BKJIOYAIOT:

AHanu3 koHdurypanuii o6;1aka c AWS Config:

aws configservice put-config-rule --config-rule file: //config-rule.json

JaHHBIA CKPUIT CO3[aéT MpaBWUJO [JJad MNpoBepkd noautuk [AM B AWS, mnomoras
MHUHUMHU3UPOBAThH PUCKHU.

BxuitoueHue mrudppoBaHUsi Ha ypoBHe 6a3bl JaHHbIX AWS RDS:

aws rds modify-db-instance --db-instance-identifier mydbinstance --storage-encrypted

JTO NOBBILIAET yPOBEHDb 6€30MACHOCTH JAHHBIX U CHIXKAET PUCK YTEUEK.

CoBpeMeHHbIe TEXHOJIOTHH, TaKHe KaK MUCKYCCTBEHHBbIH WHTEJJIEKT U MallMHHOE 06y4YeHHUe,
NO3BOJISIIOT AHAJIU3UPOBATh OOJbIIME OOGBEMBI JJAHHBIX O COOBITUSX 6€30MacHOCTH U
NPOrHO3UPOBaTh MNOTeHIHanbHble yrpo3bl [10][11]. dTu MeToAbl NOMOTalT OpPraHU3aALUSIM
Mpe/iCKa3blBaTh BO3MOXKHbIE aTaKH HA OCHOBE HCTOPUUYECKUX JAHHBIX, aBTOMAaTU3UPOBATh HPOLECCHI
aHaJ/IM3a PUCKOB M CBOEBPEMEHHO aZlalTUPOBATh CUCTEMBI 3aL[MThl K HOBBIM BHJiaM yrpo3 [10][11].

Mogenu U MeTOAbl OLlEHKHM PUCKOB JOJLKHBI alalTUPOBATBHCA K HOBBIM peavsM, TaK Kak
TEXHOJIOTHU W yrpo3bl pa3BUBAIOTCA CTpeMUTeNbHO [9]. B GumkailiieM GyAylieM OXHAAETCSA
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yCHJIEHHOE IPUMeHeHHe UCKYCCTBEHHOT 0 UHTeJIJIeKTa U MallIMHHOT0 00y4eHus /19 aBTOMaTU3alu1
MPOLIECCOB aHaJ/IM3a PUCKOB U Mpe/iCKa3aHusl BO3MOXKHbIX aTak [10][11].
[IpuMmep ucnosb3oBaHus Python g/a aHanM3a JaHHBIX O ceTeBOW 6€30MaCHOCTH C MOMOIIbIO
6ubsanoTteku scikit-learn:

from sklearn.ensemble import RandomForestClassifier
from sklearn.model_selection import train_test_split
from sklearn.metrics import accuracy score

# 3Jarpyska LaHHBX O CETeBbX CODMTHAX

data = load_security data() # ©yHEUMA ONA Sarpyskd AaHHbIX

X = data[['featurel’, 'feature2', 'feature3']] # DPaxTopw yrpos
y = data["is_attack'] # MeTka aTakw

# PasgencsHue faHHbX Ha obydawwyw u TecToByH Bebopkw
X _train, X_test, y_train, y_test = train_test_split(X, y, test_size=8.3)

# 0ByueHwe mogenw RandomForest
model = RandomForestClassifier()
model.fit(X_train, y_train)

# QueHKa TOYHOCTH MOGENM
y_pred = model.predict(X_test)
print{f"TounocTe mogenw: {accuracy_score(y_test, y_pred)}")

Puc. 4. [IporpaMMHBI¥ KO/, aHA/IM3a JAHHBIX O CETEBON 6€30MACHOCTH.

JlaHHBIN CKPUNT JAEeMOHCTPUPYET, KaK C MOMOLIbI0 METOJ0B MAILIMHHOTO 0O0Yy4eHHs MOXKHO
aHaJIM3UPOBaThb JaHHble O COOBITHUAX 6e30MaCHOCTHM M KaacCUPUIMPOBATb UX KaK aTakd HJH
OOBIYHBIE JEUCTBUS.

Jus apdeKTUBHOTO ymnpaBjeHHUs] pUCKaMKM HUHGOPMalMOHHOW 6e30MacHOCTH OpraHU3alUU
UCMOJIb3YIOT pa3JjiMyHble MeXAyHapoJHble CTaHJApPTbl U MOJeJH, KOTOpble NpPeJoCTaBJSIOT
peKoMeH/ialMH 110 OLleHKe Y yIpaBJeHuIo puckamu [12].

ISO/IEC 27005 — MeXAyHapOAHBbIA CTaHJAApPT, MOCBSIIEHHBINA YIpaBJeHHI0O PUCKAMH B
o6s1actTu UHPopPMaAMOHHOU Ge3omacHOCTH. OH COAEPKUT YETKHE PEKOMEH/AIMU 110 MPOBEJAEeHHUI0
npoliecca OlleHKH PUCKOB, HAYWHas 0T UJeHTUPUKALUU YT'PO3 U YA3BUMOCTEMN /10 pa3paboTKH IJIaHA
pearupoBaHUs HA UHIUAEeHTHI [13].

[Ipouecc onenku prckos o ISO/IEC 27005 BkJIrO4aeT c/eAyIolye 3Talbl:

1. UpenTudukanuss axkTUBOB: oOIpejeseHWe Bcex HWHPOPMAIMOHHBIX aKTHUBOB, KOTOpbIE
He06X0/JUMO 3aLUTUT;

2. OnpejesieHde yrpo3: BbIsIBJIeHHE BO3MOXHBIX YTPO3 [IJIsl K&XK/J0r0 aKTUBA;

3. AHa/M3 ys3BUMOCTEeH: HcCieloBaHue C/1abblX MECT CUCTEM U MPOLECCOB, KOTOPbIE MOTYT OBbITh
MCI0J/1b30BaHbl 3JI0YMbILIJIEHHUKAMH;

4. OueHKa MOCJIe/ICTBUN: OLeHKA BJIHUSAHUS UHIM/JEHTA Ha OpraHusanuio (Hanpumep, ¢puHaHCOBbIe
MOTEPH, yTpaTa penyTanuu);

5. OmeHKa BepOSITHOCTU peajn3alyU Yrpo3bl: ONpejieieHre BEPOSTHOCTH TOTO, YTO yrpo3a 6yaeT
peaysr30BaHa;

6. OlLleHKa ypOBHS pUCKa: onpeJie/ieHHe YPOBHS pPHCKa Ha OCHOBE BEPOSITHOCTU U MOTEHLUATbHBIX
MOCJIEACTBUH;

7. Pa3paboTKa mJiaHa ynpaBJeHUs] PUCKAMH: ONpejieJieHHe MepP MO CHUKEHUIO WM YCTPaHEHHIo
PHCKOB.

COBIT (Control Objectives for Information and Related Technologies) — aTo ¢peiimMBopK,
co3naHHbiil ISACA pns ynpaBiaeHuss UT u 3amuThl gaHHbIX. OH NOMoOraeT OpraHu3alUsM
KOHTPOJIMPOBATh PUCKHU U 06ecriedrBaTh COOJII0/IeHHe TpeboBaHUM 6e30onacHOCTH [14].
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[Ipumenenue COBIT guig ynpaBsieHUs pUCKaMU MOXET BKJIKOYATh:

Cesi3b c 6usHec-uenssmu: COBIT no3BoJsieT corsnacoBaTh ynpaByenue UT c cTpaTernueckumu
3aJlayaMy OpraHu3aluy;

AHanus Tekylled CUTYyalUM: OLleHKa CYIIeCTBYIOLIMX Mep 6e30MacHOCTH U CpaBHEHHe UX C
YCTAHOBJIEHHBIMU CTaHAAPTaMU;

[lnaH yaydlleHUMH: peKOMeHJALMHM M0 YJAy4lleHHWI0O KOHTpOoJA M 6e30NacHOCTH, BKJIIOYAsd
co3/laHMe MTOJIMTHK, 06yyeHHe NTepcoHasia U BHeipeHUe TeXHOJIOTU .

®peiimBopk NIST (National Institute of Standards and Technology Cybersecurity Framework)
npej/iHa3Ha4v€eH /iJisi THOKOro yInpaBJeHUs1 KH6eppHUCKaMHU U COCTOUT U3 NSTH KJIKYEBbIX 3Tanos [15]:

Wpentudukanus: BolsiBJieHUe aKTUBOB, yIPO3 U ysI3BUMOCTEH;

3amuTa: BHeJipeHHe 3allUTHBIX Mep;

O6Hapy:xeHHe: MOHUTOPUHT U CBOEBPEMEHHOE BbIsSIBJIEHHE UHIM/IEHTOB;

OTBeT: pearupoBaHue Ha COOBLITHS 6€30IaCHOCTH;

BoccTtaHoBJIeHHe: Mepbl 10 MUHMMHU3ALUK TOC/IeACTBUHM U BOCCTAaHOBJIEHUIO PAGOTHI.

JTOT MNOJX0J, IIMPOKO INPHUMEHSAETCS B TOCYyAapCTBEHHBIX M 4YaCTHBIX OpraHU3alLUsX,
obecrneynBasi CHCTEMHOE yIIpaBJieHue KUbeppHUCKaMH.

[IpuMep aBTOMAaTHU3aL MU PeAKIIMU Ha UHIUMAEHTDI ¢ noMolbio NIST:

if security_incident_detected:

alert ("O6Hapy»xeH HHIU/IEHT 6€30IaCHOCTH, BBINIOJIHSIETCS [JIaH pearupoBaHus’)

[TouTHUKY 6€30MacHOCTH SIBJSIIOTCS BaXKHbIM MHCTPYMEHTOM YIpaBJeHHs] pUCKAMHU, TaK KakK
3aJlal0T IpaBuJia paboThl C JAHHBIMU U CUCTEMAaMHU, CHUKasi BEPOSITHOCTb YI'PO3.

[IpyMep MOJMTHUKHU 10 3aliUTe KOHPUAEHMaTbHON HHPOpMaLMK:

llesib: IpeJOTBPAaTUTb YTEYKH U HECAHKLMOHUPOBAHHbIN JOCTYTI;

[IpaBuiia: Bce koHpueHIIMaNbHbIE JaHHbIe JJO/LKHBI ObITh 3a1indpoBaHbl; JocTyn paspelieH
TOJIbKO YIOJHOMOYEHHBbIM COTPYJHHUKaM; YcTpolcTBa ¢ KoHHUJAeHLHaIbHOU HHbopManuet
JIOJDKHBI ObITh 3alMIeHbl NapoJAMY; B ciiydyae MHIMleHTa HeMelIeHHO YBeAOMJIATD cayx0y Ub.

[IprMep HACTPOMKU MeXKCeTEBOTr0 3KpaHa /Jisl 3alUThI OT yTeUeK:
iptables -A OUTPUT -p tcp --dport 443 -d malicious.example.com -j DROP

[lomuTka UHLHUAEHT-MeHeMXMeHTa oIpejessdeT IpPOLEcC pearMpoBaHMs Ha WHIUJEHTHI
6e30MacHOCTH, Ha4MHasA OT WX OOHapyXKeHUdA U [0 3aBeplleHUA pacciefoBaHUsA. OHa BKJIOYAeT
TaKue IIary, Kak:

- UpenTudukanusa UHUUAEHTA;

- OnoBeleHre 3aMHTEPECOBAHHBIX CTOPOH;

- PearupoBaHnuve Ha MHIIMJEHT (HanpuMep, OTKJIIOYeHHe OT CeTH UJIM O6JI0OKHPOBKa JOCTyNa);

- AHa/IM3 NPUYMH UHIUIEHTA];

- BoccTaHOBJ/IEHUE CUCTEMBI;

- PazpaboTka pekoMeHnzanui [ Ipef0TBPalleHUS aHaJIOTUYHBIX UHIU/IEHTOB B Oy AyILEM.

[IpumMep mnpouenypbl HHLHAEHT-MeHe/PKMEHTAa B CJydae BbISBJIEHWA BpEJOHOCHOU
aKTHUBHOCTH:

# Yeepomnenwe crnywbel 6e3oNacHOCTH O NOAOSPUTENBHBIY COSLMHEHMAX
if detect_maliciocus connection():
alert _security_ team("MNogozpwTencHos coegvHeHwe obHapyxeHo™)
block_ip("192.168.1.208")

Puc. 5. [[porpaMMHbIN KO/, yBEJOMJIAIOIIUN CJy>KObl 6€30aCHOCTH.

C pa3BUTHEM TEXHOJIOTUH, TAaKMX KaK MCKYCCTBEHHbIM WHTEJUIEKT, MAlIMHHOE OOY4YEeHHE,
WuTepHert Beleil (I0T) Bo3HHKaeT HEOOXOAMMOCTDb aJianTallMyd NOAXO0A0B K yIpPaBJIeHUI0 pPUCKaMHU
[12]. UHTepHeT Bellell BK/IIOYAET MHOKECTBO MOJKJII0YEHHBIX yCTPONCTB, KOTOpbI€e 4acTO paboTaloT
Ha ys13BUMbIX I1aTdopmax. Pucku [oT Bk/IO4atoT!

- Bo3aMOXKHOCTB y1a/ieHHOT0 yIIpaBJieHUs YCTPONUCTBaMy;

- Y13BUMOCTH B [IPOLIMBKE U IPOTPaMMHOM 06ecriedeHNH;

- HepocTaTok 06HOBJIEHUH 6€30MaCHOCTH;

- [loTenynanbHble aTaku yepes loT-ycTpoiicTBa Ha jpyryue CUCTEMBI.
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[IpuMep KoJia HaCTpoUKHU Aoctyna K [oT-ycTpoiicTBaM yepe3 VPN:

iptables -A INPUT -p tcp --dropt 22 -s vpn_gateaway_ip -j ACCEPT.

CucTeMbl Ha OCHOBE UCKYCCTBEHHOTO UHTEJ/JIEKTA U MAIIMHHOI'O OYYEHUS CTAHOBSATCS BOXKHOM

yactbio UT-uHdpacTpykTypbl. OHAKO OHU TAaKXKe HECYT HOBbIe PHCKH, TAKUE KaK:

- MaHunysnsiuus AaHHBIMU AJ151 06ydeHus1 Mmozesd (data poisoning);

- Y93BUMOCTH, CBSI3aHHbIE C HETOYHBIMH NPOrHO3aMH;

- HenpeiHamepeHHble pe/IB3ITOCTH B aJITOPUTMAX.

[Ipumep ucnosb3oBanus MU ass apToMaTu3anuy aHaiu3a 6e30MacHOCTH:

# MpUMEp MCNONESOEEHMA MOAENW MAWMHHOrO OBY4YEHWA ANA SHENM3SE NOJOSPWTENEHHX NOTOB
from sklearn.svm import SVC

# 3arpyskKa AaHHbIX
logs = load_security_logs()

# 0byuysHue mMogenu
model = SVC(kernel="linear')
model.fit{logs[ ' features'], logs['labels"])

# MNpegcka3aHue WHUWAEHTOB
predictions = model.predict(new_logs['features'])

Puc. 6. [IporpaMMHBIN KOZA AJ151 06y4eHUs1 aHa/IM3a 10403pUTeIbHbIX JIOTOB.

PE3YJIbTATBI UCCJAEJOBAHUA U KX OBCYKJIEHME.

B xoJie npoBeJEHHOTO HUCCJIeA0BaHUSA OblJ OCYLLECTBJIEH KOMILJIEKCHBIM aHa/lIU3 MOAXOJA0B K
ynpaBJeHHI0 HHGOPMALMOHHBIMU pUCKaMU C ucnoJib3oBaHueM MeTogosiorud OCTAVE u NIST SP
800-30. Ha ocHOBe 3THX MoJieJieH 6bLIH HIEHTUPUIIMPOBAHbI U TPOaHAJIU3UPOBaHbI pUCKHU JJis1 UT-
MHQPACTPYKTYpHI, Ollpe/ie/ieHbl YPOBHU YTPO3 U NPe/IJI0KeHbl peKOMeHJalMy 10 UX MUHUMHU3ALUH.

ABTOMaTH3alMs NpoLecca OLEHKHM PUCKOB C MOMOIIbI cKpunToB Python nokasasa cBoro
30 PeKTUBHOCTH, 0OeCredYuB ONePaTUBHOCTb U TOUHOCTb c60pa UHPOpPMAL MK O COCTOSTHUY NOPTOB U
KOHQUTypauUil 06J1auHBbIX CepBUCOB. /lONOJHUTENBHO Obljla NOATBEPKAEHA LieJecoo6pa3HOCThb
NpUMeEHEeHHUs] MoJiesiu paszeséHHoN oTBeTcTBeHHOCTH (Shared Responsibility Model) B 06/1a4yHbIX
cpefax, KOTopas 46 TKO pa3rpaHUYUBaeT 30HbI OTBETCTBEHHOCTH MeX/y NPOBaiiepoM U KJINEHTOM
[12]. Tlony4yeHHble pe3yJabTaThl COTJIACYIOTCA € JAHHBIMU JIpyTUX  HCCJeJ0BaTesel,
NOAYEPKUBAOIIMX 3HAYMMOCTb MHTErpaldd OpraHU3alMOHHBIX M TEeXHUYECKUX aCIeKTOB
yhnpaBieHus puckamMu. B  4yactHoctH, Metogosiorua OCTAVE, opueHTHpOBaHHas Ha
OpraHu3alOHHble IPUOPUTETHI, YCIELIHO JOMOJHAETCH TeEXHUYECKONM HalpaBJeHHOCTbIO MO/Je/H
NIST SP 800-30, yTo o6ecneyrBaeT KOMILJIEKCHBIN ITOAX0/] K 6€30IaCHOCTH. ABTOMaTHU3aL1MA OLleHKHU
puckoB ¢ nomomblo Python npogeMoHcTpupoBasa oudeBUAHble mnperMmyllecTBa: CHUXeHUe
TPYAOEMKOCTH MPOLECCOB; YCKOpeHHe IMOJIydeHUs pe3ybTaToB; [loBbIlIEHHE AOCTOBEPHOCTH
JlaHHBIX.

OaHako JaHHBIA TNOJX0J TpebyeT BbICOKOM KBaJMQUKALMKU IepcoHaJa U PEryJsspHOro
OOHOBJIEHHSI 3HAaHUKM O HOBBIX yrpo3ax [13]. MHcmosnb3oBaHue MoJield pas3fesEHHOU
OTBETCTBEHHOCTH MOKa3aJi0 CBOIO NPAKTUYECKYI0 3HAYUMOCTb, HO BBISIBUJIO TPYZAHOCTH, CBSI3aHHbIE
C HeI0OCTaTOYHOM NMPO3PayHOCTbIO CO CTOPOHBI NPOBAZepOB U CJ0KHOCTBIO yIIpaBJIeHUs] pUCKAMU
CO CTOPOHBI KJIMEHTA.

[I[puMeHeHHe TEXHOJOTUM HCKYCCTBEHHOTO HHTE/JIEKTAa W MAIIMHHOTO OOY4YeHUs [Jis
MNPOrHO3UPOBAHUS yrpo3 MOJATBEPAUJIO HUX BbICOKYIO 3Q(PEeKTUBHOCTb MpU paboTe € OGOJbIIMMU
06'béMaMHU JJaHHBbIX. BMecTe ¢ TeM 0cTaloTCs HepelléHHBIMU BOIIPOCHI, CBSI3aHHbIE C IPe/B3ATOCTbIO
JIaHHBIX ¥ IOTeHLMAJbHBIMU OIM6KaMU aaroputmoB [14][15].

Takum 06pa3oM, npoBeJEHHOE UCCAe0BaHHe 00J1aaeT MPaKTUYeCKON [IEHHOCThIO, TaK KaK
npejsjaraeT OpraHyM3alusiM KOHKpPETHble HWHCTPYMEHThbl [Js1 3(PQPEeKTUBHOTO yIpaBJeHUs
MHPOPMaLlMOHHBIMM PUCKaMU. B To ke BpeMs pe3yJibTaThl TpeOYIOT AajbHeHIIel afjanTaluy oz
VHAWBUJYaJbHbIE YCJ0BUA KOMIIAaHUN U pacllUpeHHUs UCCleloBaHUH B 06/1acTy npuMeHenust MU n
06J/1a4HBIX TEXHOJOTHUH.
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B pa6oTe npe/yio’keHO pellleHUe HayYHOU 33/1a4yM MoBbilleHUsA 3G PEeKTUBHOCTHU YIpPaBJIeHHUs
MHPOPMALlMOHHBIMU PUCKAMHU 3a CYET UHTErpalii OpraHM3alMOHHbBIX U TEXHUYECKUX 0/IX0/I0B, a
TaK)Xe aBTOMaTU3aLMM NPOLIeCCOB UX OLleHKU U aHa/M3a. Ha ocHOBe NpoBeIEHHBIX UCCIeJOBAaHUH U
aHaJ/iM3a N0Jy4YeHHbIX JaHHbIX CGOPMYIMPOBaHBI C/leAyIolie BbIBOJbI:

1. [lng KOMILJIEKCHOrO ynpaBJjieHUsi MHPOPMALMOHHBIMU PUCKAaMU Iiej1ecoo0O6pa3HO Cco4yeTaTb
opranusaioHHbie MeToabl (OCTAVE) c Texundeckumu nHctpyMeHTamu (NIST SP 800-30), uTo
obecreyrMBaeT CHCTeMaTHUYeCKMH U JeTaJU3UPOBAaHHBIA MOAXOJA K BBIBJEHUIO U
MHUHHMU3ALHUU yTPo3.

2. IlpoBenéHHble 3KCIEpUMEHTbl MO aBTOMAaTU3alUM OLEHKH pHUCKOB MNOATBEpPAUIN
3¢ deKTUBHOCTb NpUMeHeHUs cKpunToB Python g/ 6bICTpPOro M TOYHOrO aHa/IU3a CeTEBbIX
ysA3BUMOCTER U KOHUrypauuil o6JsauyHbIXx cucTeM. ONTUMaJbHBIMU YCJAOBUSIMHU [JIsl
peasu3alUM JaHHOrO MOJAXO4Aa fIBJSIOTCA pery/sipHoe 0OHOBJIeHHWe 0a3 yrpos, BbICOKas
KBaJIMPUKaLMs CHEeLUaJMCTOB M HHTerpalnuss aBTOMAaTH3WPOBAHHBIX HWHCTPYMEHTOB B
CyLeCTBYIOIINE CUCTEMbl MOHUTOPHHTA.

3. Hcnosnb3oBaHHWe MoJesu pa3fenéHHOW oTBeTcTBeHHOCTH (Shared Responsibility Model) B
06J/1a4HbIX CpeJiax TpebyeT YTOUHEHUS FPAHUL, OTBETCTBEHHOCTH U NOBBILIEHUS IPO3PAYHOCTH
B3aMMOJ€MCTBUS MexJy NpoBalJiepaMyd M KJIMEHTaMH, YTO fABJISETCH BaXKHbIM YCJIOBUEM
3¢ deKTUBHOrO yrpaB/eHUs pUCKAMHU.

4. TloxTBepJeHa NepClneKTUBHOCTb NPUMeHEHUs] TEXHOJOIMM HCKYCCTBEHHOI'O0 MHTEeJJIEKTa U
MallMHHOIO O00y4YyeHUsl [Jis1 MPOrHO3MPOBAHUA Yrpo3 HMHPOPMALUMOHHONW 6e30MaCHOCTH.
BMecTe ¢ TeM ocTaéTcs HEOOXOAUMOCTD JabHeHIlero uccae0BaHus po6/eM npe/iB3ATOCTH
JIAQHHBIX U pa3paboTKU Mep 10 CHHKEHHIO OLUMO0K NPOrHO3MpPOBaHUS.

[TosiydeHHbIe pe3yJbTaTbl 00J13IAI0T MNPAKTUYECKONW 3HAYHMMOCTBIO: OHU MOTYT OBITh
WCIIOJIb30BaHbl  JJII  COBEpPUIEHCTBOBAaHUSA  MOJUTUKM  HUHGPOpPMallMOHHOW  6e30MacHOCTHU
OpraHMsalyi, a TakKe CO3JAI0T OCHOBY JJS Ja/JbHEHIIUX UCCJAeJL0BaHUN B 00JIaCTH ynpaBJeHUsA
MH$OpPMaLMOHHBIMU PUCKAMU U BHeAPEHUSI MHHOBALMOHHBIX TEXHOJIOTMHU 3allUThl JAHHBIX.
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TammeToB JlaBiaat LlyxpaToBuY, pe3nieHT-racTpo3HTepoJior, Kapauosiorus xxaHe iLkKi aypyJ/iap
FbLJIBIMU-3EpPTTEY UHCTUTYThI, AiMaThl, KazakcTaH.E-mail: tashmetov.davlat@mail.ru;
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Caxapubiii auaber 2 tuna (CA2) u npeauabeTHyecKHe COCTOSIHUS SIBJSIIOTCS OJHOM U3
BeJyLIMX IP06JieM 0611eCTBEHHOTO 3/IpaBO0XPaHEeHUs, JEMOHCTPUPYS POCT paCIPOCTPAHEHHOCTH KaK
B MUpe, TaK U B Pecniy6.iike KasaxctaH. B ycsi0Busix cTpaHbl HabJ/110[aeTcsl 3HaUMTE/IbHOE YBeJInieHre
yyca 60JbHBIX U CMEPTHOCTH, UTO NMOJYEPKMBAET aKTya/lbHOCTb PAHHEr0 BbISIBJIEHUS] HapylleHUH
yrJeBoJiHOro o6MeHa. B nocsiefHue rospl 0co060e BHUMaHUe yeisieTcsl IpUMeHEeHUI0 UCKYCCTBEHHOTO
vHTes1ekTa (MU) n mammHHOro 06y4yenus (MO) A1 AMarHOCTUKY U CKpUHUHTA AuabeTa. HacTosee
vccjieloBaHue OblJIO HAPaBJ/IEHO Ha OLeHKY 3¢ deKTUBHOCTH MoJesiell MU fist paHHero BbisIBJEHUS
CA2 u npepuabeTa Ha ypoBHe NEPBUYHON Meauko-canuTapHod momoinu ([IMCIT) B KazaxcraHe Ha
npuMepe BbIOOpPKU U3 486 mnanueHTOB. [locTpoeHHble aIrOpUTMbl (JIOTHCTHYECKasi perpeccus,
CAy4JalHbIA Jiec, rpagueHTHbId O6ycTuHr, XGBoost) MmpoJeMOHCTPHUpPOBAIM BBICOKYH) TOYHOCTH
nporuosupoBanusa (AUROC pgo 0,86), ycCTOW4YMBYIO NPOU3BOJUTEJBHOCTH B MOATPYNNAX M
KJIMHAYECKYIO M0JIb3y B aHa/IM3e NPUHATUA pelneHUd. BHegpenve UM-Moznenn no3Bona0 CHU3UTh
Harpy3kKy Ha JiabopaTOpHble TeCTbl IPH COXpPAaHEHHUH BBICOKOW 4YYBCTBUTEJIBHOCTH BbISIBJIEHUS
HapylLleHUH yrieBogHOro ob6MeHa. [losiydeHHble pe3yabTaThl CBU/IETENbCTBYIOT O NEPCIEKTUBHOCTH
vHTerpanuu HMU-unctpymenToB B npakTuky [IMCII KasaxcraHa, ofjHako Tpe6GyrOT AajbHedlIen
MyJIbTULEHTPOBON Ba/MJalUK, aHaju3a 3aTpaT-3QQPeKTUBHOCTH U pPa3pabOTKU PeryJsTOPHbIX
MeXaHU3MOB /iJ1s1 6€301aCHOTO M 3TUYHOT0 UCII0JIb30BaHMUSI.

KiioyeBble c0Ba: caxapHbld AuabeT, UCKYCCTBEHHbIM WHTEJUIEKT, MallMHHOE OOy4yeHUe,
aJITOPUTM.
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KA3AKCTAH PECIYBJIMKACBIH/IA AJIFAIIKBI MEJIULIMHAJIBIK -
CAHUTAPJIBIK KOMEK JEHTEAIH/JE KAHT JJUABETIH EPTE AHBIKTAY
YILIH YKACAH/IbI UHTEJUIEKTTI MAMJAJIAHY: K TUHUKAJIBIK EHTI3Y AL
MO/EJIbJIEYMEH BIP OPTAJIBIKTBI 3EPTTEY
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Mup3aTtu/iaeB XaMuayJuia YoanaysiaeBud, peauaeHT-neauatp, OHTycTik KasakcTaH.
MeaunMHa akageMuscel, llleiMmkeHT, KazakcTaH.E-mail: mirzatillaev science@mail.ru

2 tunti KauT auabeti (K/12) MeH npeuabeTTiK xaFAaniap KOFaM/IbIK JeHCAyJIbIK CAKTay/[bIH
aca MaHbI3/lbl MaceJiesiepiHiH 6ipi 60JbIN TabbLIaAbI XKIHe aaeMAe e, KaszakcTtaH PecnybsivkaceiHaa
Jla TapaJsy AeHrediHiH apTybl 6aiiKanabl. Ejijie COHFbBI XKbLIapbl CbIPKATTaHYIbLIBIK IEH 8J1iM-KiTiM
KepceTKiluTepi efayip eckeHi epTe AUAarHOCTUKAJIayAblH 63€KTiJliriH alKblHAaiAbl. COHFbI yaKbITTa
KaHT AuabeTiH JUarHOCTHKaJay MeH CKPUHUHTIHAE KacaH/Jbl UHTeseKT (KW) meH MallMHABIK,
okpITy (MO) aaicTepiH KosiaHyFa epekile KeHia 6eJiny/e. Ocbl 3epTTey KasakcTanaarbl ajFaliKpl
MeAUIMHAIbIK-cCaHUTapJbIK kKeMek (AMCK) genreitinge K/I2 meH npenuabeTTi epTe aHbiKTayAa KU
MoJle/ibAepiHiH TUIMJAiNIriH 6Oafasayfa 6GafbITTaajabl. lIbIMKeHT KasnacblHbIH NO2 KajasblK
eMxaHacblHa 486 MalUueHTTIH JepeKTepiHe HeTi3JeNreH JOTHCTUKAJIbIK perpeccus, LIeuiMm
aFallTaphbl, PaJMeHTTiK OyCTUHT )kaHe XGBoost anropuTMaepi KypacThlpblaAbl. AJIbIHFaH HOTHXKeJEP
KU Mmopenbaepiniy xoFapbl 60mKaMAbIK Aa4iriH kepceTTi (AUROC 0,86-Fa fieiiin), apTypJii TonTapa
TYPaKTbLIbIK CaKTaJ/Jibl, aj LIelliM KaObL1Jay TajaZaybl oJlap/blH, KJIWHUKAJbIK MaHbI3/blJIbIFbIH
alkpiHAabl. KW mMopenin enrisy 3eptxaHaga HbAlc TanjaysiapbiHa TYCETiH »KYKTeMeHi a3aWThlI,
KeMipcy aJsiMacy OY3bLIBICTAapbIH JKOFapbl Ce3iMTa//IbIKIEH aHbIKTayFa MYMKIiHJIK 6epji.
KopbiThinabLiail kene, KW kypangapeiH Kazakctangarbt AMCK TexipubeciHe uHTerpauusiay
MepCcreKTUBalbl OaFbIT GOJIBIN TaObLIAAbI, OipaK KeNOPTaJbIKThl BajJUJalius, LIbIFbIH-THIMAIIIK
Ta/laybl >KoHE I3TUKaJIbIK TYPFbIAAH Kayilnci3 KOJJaHy[Abl KaMTaMacbl3 eTeTiH HOPMaTUBTIK
TeTiKTepAi o93ipseyai Tasan eTeji.

TyiiH ce3aep: KaHT AUA6ETI, )KacaH/ibl UHTEJJIEKT, MAllIMHAJIBIK OKBITY, aJITOPUTM.
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THE USE OF ARTIFICIAL INTELLIGENCE FOR EARLY DETECTION OF
DIABETES MELLITUS AT THE PRIMARY HEALTH CARE LEVEL IN THE
REPUBLIC OF KAZAKHSTAN: A SINGLE-CENTER STUDY WITH CLINICAL
IMPLEMENTATION MODELING

Tashmetov Davlat Shukhratovich, resident gastroenterologist, Research Institute of Cardiology
and internal diseases, Almaty, Kazakhstan.
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Mirzatillaev Hamidulla Ubaydullaevich, resident pediatrician, South Kazakhstan. Medical
Academy, Shymkent, Kazakhstan.E-mail: mirzatillaev_science@mail.ru

Type 2 diabetes mellitus (T2DM) and prediabetic conditions represent one of the major public
health challenges worldwide, with prevalence steadily increasing both globally and in the Republic of
Kazakhstan. In recent years, a significant rise in morbidity and diabetes-related mortality has been
observed in the country, highlighting the urgent need for early detection and prevention strategies.
Growing attention has been paid to the use of artificial intelligence (Al) and machine learning (ML)
methods for diabetes screening and diagnosis. This study aimed to evaluate the effectiveness of Al
models for the early detection of T2DM and prediabetes at the level of primary health care (PHC) in
Kazakhstan. Based on data from 486 patients at City Polyclinic No. 2 in Shymkent, models including
logistic regression, random forest, gradient boosting, and XGBoost were developed and tested. The
results demonstrated high predictive performance (AUROC up to 0.86), consistent accuracy across
subgroups, and clinical utility in decision analysis. Implementation of the Al model reduced laboratory
HbA1c testing workload while maintaining high sensitivity for detecting disorders of carbohydrate
metabolism. These findings indicate that integrating Al-based tools into PHC practice in Kazakhstan is a
promising approach; however, further multicenter validation, cost-effectiveness analysis, and the
development of regulatory frameworks ensuring transparency, safety, and ethical use are required.

Keywords: diabetes, artificial intelligence, machine learning, algorithm.

AKTYAJIBHOCTb.

Caxapubii guaber 2 Ttuna (CA2) v cBsi3aHHble C HUM HapylleHHsl YIJIeBOAHOTO 0oOMeHa
MpeACTABJAIT CO000M OAHY W3 HauboJiee 3HAYUMBIX TJIO6AJTBbHBIX MPO6JiIEM OOIECTBEHHOIO
3ApaBooxpaHeHus. [Io gaHHBIM 0630poB, k 2020-2030 rogaM pacnpocTpaHeHHOCTb AuabeTa cpeju
B3pPOCJIOTO HAaceJleHUs POJ0/IKAET POCT BO MHOTUX PErMOHax MUPA, 0COOEHHO B CTPaHax C HU3KHUM U
cpeaHuM ypoBHeM joxoxa [1, 2]. Ilpu 3ToM 3HauuTenbHad fgoas Jwuy c CA2 ocraércs
HeUarHOCTUPOBAaHHOW B TeYeHWe MHOTHUX JIET, 4YTO CIOCOOGCTBYeT PAa3BUTHI0 MHKPO- H
MaKpPOCOCYZMCTBIX OCJIOKHEHUH y>Ke Ha PaHHUX 3Tanax 3aboJsieBaHus [2, 3]

B koHTekcTe KazaxcTaHa JaHHbIE CBUAETENBCTBYIOT 06 yCTOMYMBOM POCTE PACHpPOCTPAHEHHOCTH
kak C/l, Tak U npeguabeTHUYECKUX COCTOSIHMNA. B HcciefoBaHWM, OCHOBAaHHOM Ha [JJaHHBIX O
pacnpocTpaHEéHHOCTH HAapyLIeHUH HaTOLAKOBOM IVIMKEMUH U paHee He BbIsiBJeHHOro C/12, mokasaHo,
YTO [J0Ji JIMI, C HapylleHUsSMHU YIJIeBOAHOTO OOMeHa cpefu OO6C/IeJOBaHHBIX MOXET ObITh
cyuecTBeHHOH [4, 5]. KpoMe Toro, aHa/IM3 HaIlMOHAJbHOW 3JIEKTPOHHOU MEeIUITUHCKON 6a3bl BBISBUJI
3HaYUTeEJNbHOE yBesnyeHue pacnpoctpaHéHHoctu C/l B nepuon 2014-2019 rogoB — npuMepHo B 1,7
paza aus C/] o61iero poza, a CMepTHOCTb Cpefy 60JbHBIX AUabeTOM BO3pOC/Ia MHOTOKPATHO 3a 3TOT
e mepuo [6, 7]. 3Tu UPpPLI NMOAYEPKHUBAT HEOOXOJAMMOCTb YCHUJIEHHUS PAaHHErO BBISBJIEHUS U
npodUIAKTUKU B HALMOHAJBHOM CHCTEMe 3/IpaBOOXpaHEHUS.
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B mocineagHue rojbl BCE 6oJiblile HAYYHOT0 BHHUMAHUSA yZeJseTcsl NPUMEHEHUID METOJ0B
HCKycCcTBeHHOTO uHTesuiekTa (MU) n mamuuaHOTrO 06y4yenus (MO) jJid AUarHOCTUKUA M CKPUHUHTA
Juabeta U ero ocjaoxHeHuil. B o63ope «Artificial Intelligence in Diabetes Management»
NOAYEPKUBAETCS, YTO PAHHSS JUAarHOCTUKA U NPOdUIAKTHUKA OCTAIOTCS KJA0YEeBbIMU 3a/jadyamMu, 1 MU
MOXET CIOCOOCTBOBATh HPUHSTHIO PELIEHUH, CHUKEHHIO OLIN60K U 60Jiee TOYHOM cTpaTUUKALIUU
puckoB [8]. [pyrue wucciaefoBaHUs paccMaTpPUBAKOT NpuMeHeHHe HWH-ajropuTMoB Ha OCHOBe
M300paKeHUH CeTYATKU [Jisl BBISBJIEHHS [UA0OETHUYECKUX PETHHOMNATUH KaK NPUMEpP YCIEelHOU
nHTerpanuu UM B guabetosoruto [9.10].

Tem He MeHee, GOJIBLIMHCTBO CYLIECTBYIOIIUX PAGOT COCPEJOTOYEHO HA CHELHATU3UPOBAHHBIX
JlaHHBIX (HampuUMep, MeAUIMHCKIE U300paXKeH s1) UM OCJIOKHEHUSIX AnabeTa, a ucnosib3oBanue MU
Ha YpOBHe IMepPBHYHOM MeauKo-caHWUTapHOoU mnomouiu ([IMCII) gss paHHero BbisiBjaeHuss CA2 u
npeauabeTa ocTaéTcsl CpaBHUTEJNbHO Majion3ydeHHbIM. CorsiacHo 0630py «Machine Learning as a
Support for the Diagnosis of Type 2 Diabetes», npunoxenus MO B guarHoctuke auabeTa yxe
JEMOHCTPUPYIOT MOTEHNMAJ, OJHAKO MX aJalTalus K peaJbHOW KJWHUYecKOoW npakTuke B [IMCII
TpebyeT JAa/JbHEeNIINX UCCAeJOBaHUN U BaJIMAAl[UM HA ONMYJISAIMOHHBIX TaHHBIX [4,9].

B cuny pactyuieid nudpoBr3anuy 3paBo0XpaHeH s U HAJIMYUSI 3JIEKTPOHHBIX MEJULIUHCKHUX KapT,
BHeapeHue HU-uHcTpymeHTOB Ha ypoBHe I[IMCII mpejcTaBisieTcd Bce 6oJjiee pealUCTUYHBIM U
NepCcleKTUBHbIM HampasjeHHeM. B To e BpemMss B KasaxcTaHe OTCYTCTBYIOT MNyOGJIMKaLUH,
CUCTeMaTHYeCcKu oleHuBawliue 3PPeKTHBHOCTb TaKUX HUHCTPYMEHTOB HMEHHO B KOHTEKCTe
MEPBUYHOU MOMOLIHU.

Takum o06pa3om, 3a,a4a JaHHOM paboThbl — 3aMOJHUTDL 3TOT Npo6eJ1, UCC/IeJ0BaB IPUMEHUMOCTD U
NOTeHLHUaJIbHYI0 M0Jb3y Mozean UW a5 paHHero BbisiBJIeHUS HApYLIeHUN yrjieBOLHOr0 o6MeHa B
ycaoBusax [IMCII KasaxcraHa.

LE/JIb UCCJIEJOBAHUA

OueHuTb 3PQPEeKTHBHOCTb MPUMEHEHHS] MoJesied HCKYCCTBEHHOTO WHTeJJIeKTa [iJIsi paHHero
BbISIBJIEHUSI CaxapHOTo AuabeTa 2 TUNa U NpejJuabeTa Ha YpOBHe NepBUYHON MeJJUKO-CAaHUTAapHOU
nomoiuu ([IMCIT) B Pecnny6s1uke KasaxcTtaH Ha npuMepe BbIGOPKU U3 486 mallMEHTOB.

3AJAYHU UCCJTIEAOBAHUA

1. [IlpoaHasu3upoBaTh KJIMWHHUKO-AeMorpapuyeckve XapaKTepUCTHKHA nauueHToB [IMCII
(BO3pacT, noJi, UHAEKC MacChl TeJIa, OKPYKHOCTb TaJIMH, apTepHa/bHOE [laBJleHue, CeMeMHbIN aHaMHe3,
MoKa3aTeJ/id JIMIKUJHOTO U YIJIEBOAHOTO 06MeHa) U ONpeJie/IMTh PaclpoCTPaHEHHOCTh HapylleHUH
yTJIeBOJAHOr0 06MeHa B HCC/Ie/lyeMOM BbIOOpKe.

2. PaspaboTaTb M NpOTECTUPOBATb MOJEJU HCKYCCTBEHHOTO HHTeJJIeKTa (JIorucTuveckas
perpeccusi, ciy4alHbl# Jiec, rpajueHTHbIA 6ycTUHT, XGBoost) Ass1 mporHo3upoBaHusi paHHUX GopM
caxapHOro AuabeTa U OLEHUTb UX JUArHOCTUYECKYID TOYHOCTb IO Kjaw4deBbliM MeTpukaMm (AUROC,
AUPRC, 4yBCcTBUTENBHOCTD, cieljuPpUIHOCTS, Brier score).

3. CmopenupoBaThb cueHapuu BHegapeHusa WUHW-mozenn B kianHudeckyro npakTtuky [IMCII u
OLIEHUTb NOTEHIMa/JbHOE BJMSHUE Ha CHIMKEHHE HArpy3Ku J1abopaTOpPHBIX TECTOB, MOBbILIEHHE
BBISIBJIIEMOCTH HapyLUIEHUH yTII€BOJAHOT0 0OMeHa U ONTUMHU3ALMI0 MapLIPyTH3alMK HALUEHTOB.

MATEPHUAJIbI U METO/bI

JIn3aiiH U MeCTO MCC/IeJ0BaHUA.

HUccnenoBaHue BbIOJHEHO B GopMaTe MPOCIEKTUBHON KOTOPTHI € MOC/Ae[0BaTEAbHbIM
BKJIDUEHHEM MalMeHTOB Ha 6a3e ropoJcKoi moJMkJIMHUKY N2 2 ropoga lleiMkeHT (ypoBenb [IMCII).
[lepuoj npoBeseHHs cocTaBu HIOHb 2024 - MmapT 2025 rr. Pa6oTa 6b1y1a 0/106peHa JIOKaJIbHbIM
3TUYEeCKUM KOMUTETOM, BCe YYaCTHUKU NPeJ0CTaBUJIN HHPOPMHUPOBAHHOE COTJ/IacHe.

KpuTepuu BKIIOYEeHUA U UCKIIOYEHUS.

B ucciejoBaHMe BKJIIOYA/IUCh JIMIA B BO3pacTe 218 sieT 6e3 yCTaHOBJIEHHOIO iMarHo3a cCaxapHoro
Juabeta, oopatuslurecsd B [IMCII no sro60My oBoAy U UMelolLe 6a30Bble aHTPONIOMETPUYECKUE U
OMOXMMHUYECKHEe TMoKa3aTegu. KpuTepusiMHM HCKIIIOYEHHUS SBJSJIINCh 6GepeMeHHOCTb, CUCTEMHBIN
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AKAEMMACHI
NpuéM TIJIIOKOKOPTHUKOMJOB, HaJHW4yMe OCTpbIXx MHGQEeKUHH, a Takke TDKéjnasg IoYyeyHas
HesocTtaToyHOCTh (eGFR < 30 ma/Mun/1,73 M?).

IlepeMeHHbIE U LIeI€BOU UCXOJ,

1 aHa/iM3a ucnoJib30Bajiach 6a3a NPU3HAKOB, BKJIOYaloLas 26 nepeMeHHbIX: JleMorpadpruieckue

JlaHHble, UHJEKC MacChl Tesa, OKPYXHOCTb Taslu{, apTepUaJibHOE JlaBJIeHUE, KypeHHe, YPOBEHb
dU3MYeCcKON aKTUBHOCTH, ceMelHbId aHaMHe3 C/l, mokasaTesd TJIMKEMHUM HATOWAK, JIMMUHOTO
npoduas (Tpurauuepuanl, HDL-C), Hanmuune meTabosnuyeckux auarHo3oB B IMK 3a nocnennue 24
Mecs11a, YacToTa BU3UTOB K Bpauy, iuHaMuka UMT, a Takke ynpolléHHble MPU3HAKU, U3BJIeYEHHbIE U3
CBOGOAHOTO TeKCTa (HampuMep, YIOMHUHAHUE KaXK/Abl UJIA HOYHOUW mosinypuu). LleseBbiM ncxogom
OBLJIO OTIpe/iesIEHO «HapyIlIeHUe yrjeBogHoro o6MeHa» (HbAlc = 5,7% u/uiu riirokosa HaTolak = 5,6
MMOJIb/J1), TOATBEPKAEHHOE TOBTOPHBIM TECTUPOBAHUEM.

06beM BbIGOPKHU.

Jnsa obecnedenusi crabuiabHOCTH oueHKM AUROC ¢ TowyHocthio 10,03 mpu oKHJIaeMOM
pacnpoctpaHéHHocTu ucxoga 25-30% u oxxugaemom ypoBae AUROC=0,80 miaHMpOBaioCh BKIKYUTh
He MeHee 450 yyacTHUKOB. @aKTUUECKH B HCCIeIOBaHUE BOULIN 486 MalMeHTOB.

MogaesmmpoBaHue.

JlaHHble O6bLIM pa3jesieHbl Ha obydawouyo (70%) u BHyTpeHHI0OI TecToBy10 (30%) BBIGOpPKH C
y4eTOoM cTpaTUPHUKALMH 10 LieJIeBOMY UCXOAY. [Jisl OLleHKU yCTOMYMBOCTH UCII0JIb30BaJach S-KpaTHast
nepekpécTHasi npoBepka. [Iponycku 3HaYeHHWH 06pabaThIBAJUCh METOJOM HUMMYTALMUH MeJAUaHOM,
KOJIMUeCTBEHHble TMPU3HAKA HOpPMaJU30BaJMCb. B KayecTBe ajJropuTMOB MO/IeJMpPOBaHUS
NPUMEHSJIMCh JIOTUCTUYecKass perpeccusi (¢ L2-perysspusanueit), ciydyallHblId Jiec, rpaJiIuEHTHbIN
oyctunr u XGBoost. Hactpolika rumepmapaMeTpoB BBINOJIHSAJAACh C TOMOIIbI0 0(ailecOBCKOU
ontumusanuu (50 wurepauuit). KanubpoBka Mojeneill mnpoBojguiack MeroaaMu [linatra w
HM30TOHUYECKOUN perpeccuu C OleHKOH o nokasaTeJito Brier. [l/is MHTeppeTanMu BKJIaAa IPU3HAKOB
npuMeHssiucb SHAP-3HaueHus.

MeTpuKH.

OcHOBHBIMHU MNoOKazaTessasMU 3ddekTuBHOCTH Mojened saBasauce AUROC u AUPRC. BropuuHblie
METPUKHM BKJIIOYAJU YYBCTBUTEJBHOCTh, CHENUPUIHOCTh, MOJOXKUTEJbHYI0 U OTPUIATEJbHYIO
MPOTHOCTUYECKYIO LIEeHHOCTh NPU KJIMHUYECKH 3HAYMMOM IIOpOre prcKa (IIpeTecToBas BEpOSATHOCTh
~30%, mopor pucka 0,35), a Takxke Brier score u ECE. /lii1 aHa/sM3a noJib3bl MOJIE/IM UCTIOTb30BAJIHCH
peuieHdeckre KpuBble (net benefit). JlomosHUTENBHO CMO/IeJIMPOBAHbI CIlEHAPUH BHEJAPEHUS
JAByx3aTanHoro noaxoaa («MU-tpuaxxk — noateepxkgeHue HbAlc») u crpateruu «ckpuHuHr HbAlc
BCEMD.

CraTHCTHYeCKUUA aHAJIU3.

s pacyeTa AOBepUTEbHBIX UHTEPBAJOB NPUMEHANUCh 95% OyTcTpen-nepecTaHOBKU. AHa/IU3
NpPOBOJAMJICA B MOATPYNNax IO MoJy, Bo3pacTy (245 u <45 jner) u UMT (230 u <30 kr/m?).
CraTucTUYecKass 3HAaUMMOCTb yCTaHaBJAMBaHa npu p < 0,05.

PE3YJIbTATbI UCCJIEAJOBAHHA.

XapaKTepUCTUKU YYaCTHUKOB

13 486 Bk/IIOUEHHBIX cCpeAHUN Bo3pacT 45,6 = 12,8 jieT; 61,7% — xeHmuubl; UMT meguana 29,1
kr/m? (IQR 26,1-32,8); okpykHocTb Tanuu 96 cm (IQR 88-104); Allcuct 128 + 16 MM pr. cT. [loss ¢
cemelHbIM aHaMHe30M C/l — 34,2%. Kypenue — 21,6%. Cpeansisa 'H — 5,2 + 0,8 Mmoab /1. YacToTa
rucxona (npeaauabet/ckpoiTeii C[2) — 29,4% (n = 143).

Ta6auna 1. UcxoaHble xapakTepucTuk (n = 486)

Ne IlokasaTeJb 3Ha4yeHue
1 Bo3spacr, JieT (cp. + SD) 456 +12,8
2 Kenmunsl, n (%) 300 (61,7)
3 MMT, kr/m? (mMeza. [IQR]) 29,1[26,1-32,8]
4 OkpyxHOCTb TaJsiuy, cM (Men. [IQR]) 96 [88-104]
5 A/llcuct, MM pT. cT. (cp. + SD) 128+ 16
6 Kypenwue, n (%) 105 (21,6)
7 Cemeitnbiii anaMmHe3 C/], n (%) 166 (34,2)
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8 ['110K03a HaToUaK, MMoJib/J (cp.  SD) 52+08
9 JIMBII, MmMouib/a (cp. = SD) 1,16 + 0,29
10 Tpuraunepuabl, MMoJib/Ja (Men. [IQR]) 1,6 [1,1-2,3]
11 Hasnunuue ucxona (npeaauabet/ckpoiThiii C1), n (%) 143 (29,4)

IIpou3BOAUTEILHOCTb MOAeJIel

AUROC (95% JH): LR 0,79 (0,74-0,84); RF 0,83 (0,79-0,88); GB 0,84 (0,80-0,88); XGB 0,86 (0,82-
0,90). AUPRC: 0,62; 0,69; 0,71; 0,73 cooTBeTcTBeHHO. Kamm6poBka: XGB Brier = 0,131; ECE = 0,028
rocJie U30TOHUYECKOUN KaJHOPOBKHU.

[Ipu mopore 0,35 (Tpuaxk Ha HbA1c): XGB uyBcTBUTEIbHOCTD 81,3% (74,0-87,4), cieliipUYHOCTD
76,8% (70,6-82,1), PPV 61,0%, NPV 90,3%. [Moarpynner: ctabuabHasgs AUROC y xeHmuH 0,86; y
my>x4uH 0,85; npu = 45 ner 0,85; < 45 jyet 0,82; UMT=230 — 0,85; < 30 — 0,83 (Bce p > 0,10 3a cuer
nepeceyeHus JU).

Ta6simna 2. CpaBHeHU e aJITOPUTMOB Ha TeCT-HAGope

Ne | Mogeans | AUROC AUPRC | Brier | YyecrB. | Cnenud. PPV NPV
YR 0,79 062 |, Rl 734% | TL1% |, 54,0 " 86,6
S 0,83 069 |, " | 783% | 739% ; 58,7 . 88,9
e 0,84 071 | 4 01 | 9906 | 7520 y 59,9 } 89,6
*1 xeB 0,86 0,73 310'1 o 81,3 768% | ,, 61,0 % 90,3

HUnTepnperanus npusHakoB (XGB): HauGosbimas cpeansis a6cosorHas SHAP-Bkiaagka y TH
(0,19), UMT (0,14), okpyxHoctu Taauu (0,12), Bozpacta (0,10), A/licucrt (0,07), cemeiiHOTO aHaMHe3a
(0,06). TekcToBbIe NpOKCH-cUMIITOMBI A06aBJs1H ~0,01 k AUROC.

AHa/IM3 NIPUHATHSA pellieHUH U CUMYJISI YA BHeApeHUs

PemnieHueckass KpuBas MoOKa3zaja MOJOKUTeNbHYI0 «net benefit» MH-nmojgxosa oTHOCHMTENBHO
«cKpuHUHT BceM HbAlc» B auanasoHe noporoB 5-20%.

B cueHapuu BHegpenus «MU-Tpuax — HbAlc Tosibko npu pucke = 0,35»:

yucao BeinosHeHHbIX HbAlc Ha 100 BusuToB — 61 BMecTo 100 (-38%);

NpOoMyIlleHHble Ccay4dau (J0KHO-oTpulateabHbele) — 2,7 Ha 100 Bu3uTOB (54% OT HUCTUHHO
MOJIOKUTE/IbHBIX), 4YTO CONOCTaBUMO coO cTpaTerued «BceM HbAlc» npu orpaHudyeHHOU
sIBKe/BBIIIOJIHSIEMOCTH;

oTHoleHue noJsb3a/Bpes (TP-FP) yaydmanocs Ha 22% 1o cpaBHEHHUIO C «CKDUHUHT BCeM» U3-3a
CHIKEHHUSI JIOXKHOIOJIOXKUTEeIbHbIX TPUITEPOB NIPU OrPaHUYEHHBIX pecypcax JJabopaTopuH.

Ta6auna 3. UMuTanusa pecypcHoii Harpy3ku (Ha 100 nocemenuii [IMCII)

Ne Moaxo HbAlc, HWcTUHHO JloxxHO JloxxHO Net
: e TecTos + i - benefit*
1 CKpUHUHT  BCEM -
HbA1lc 100 29 0 0 6a30BbIii
2 WU-Ttpuax (mopor 61 23,6 0 27 10,06
0,35)
YcioBHasA MeTpuKa, HODMHUPOBAaHHAsA Ha MOMYJIALMWIO, B CDABHEHUH CO CTpaTerueu «He
CKPUHHPOBATb».
OBCYKJAEHHUE

B ycinoBusix [IMCII KazaxcTaHa, akTUBHO pa3BUBawLel [UPPOBY0 HHPPACTPYKTYPY U CTAHAAPTHI
ob6MeHa [JaHHbIMHM, KaK IIOKa3blBaeT HAlMOHa/JbHAsl HWHULMATUBA 1O CTAaHJAPTHU3aLUXd U
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MHTeponepabeJbHOCTH MeAULMHCKUX [JAaHHBIX, I'Ze 6bLiu pa3paboTaHbl 209 yHUPHULIUPOBAHHBIX
CTPYKTYP AaHHBIX U NpeobpasoBaHbl 63 popMbl B 83 faTa-ceTa B paMKaxX HallMOHAJbHON LIUPPOBOU
TpaHchopMalMK 3/7pPaBOOXpPaHEHMs, BO3MOXXHO U Iliejiecoo6pa3HO BHeApeHue WU-peleHuit.
Hanpumep, B Kazaxcrane yxe mnpeAnpUHHMAIOTCAd Ward mno nepexoay Kk «digital-friendly»
3/lpaBOOXpaHEeHMI0 Yepe3 yHUPUKALUIO JaHHbIX U CUCTEMY 3JIeKTPOHHBIX MeJULIMHCKUX KapT. [11]

B MexXJyHapoAHOU NMpaKTUKe aHaJOTUYHbIe MOAX0/Abl MPUMEHSJIUCh B IEPBUYHON MeJULUHCKOU
nomoiu (PHC). 0630p uudpoBbIX BMEMIATENLCTB MOKA3bIBAET, YTO TeJeMeAUIUHA, AUCTAHI[MOHHbIN
MOHUTOPUHT, 3JIeKTPOHHbIE peLeNTbl U aJrOPUTMbl CTPAaTUPUKALLMK PUCKA yKe UHTErpUpYyHTCs B
PHC-cepBuCbhl, YTO TOBBbIIIAET THOKOCTbH CHUCTEMBI U CIOCOGCTBYyeT OoJsiee 3dPeKTHBHOU
MapuIpyTHU3al iy nauueHTos [12].

Ham aHasnu3 nokasas, yro UHM-Mopesnb, nocTpoeHHass Ha PYTUHHBIX NMPU3HaKax U JaHHbIXx IMK,
NpOJeMOHCTPUPOBaJa BICOKYIO JUCKPUMHUHALMIO U YI0BJIETBOPUTEJIBbHYIO KaJIHOPOBKY /11 pAHHETO
BbISIBJIEHUs] HapylleHWH yrjieBoAHOTO o06MeHa. JTO XOpOLIO KoppeJupyeT C 3apyOeXKHbIMU
npUMepaMu: aBTOHOMHble UM-cucTeMbl CKpUHUHra JUabeTHU4YecKOW peTHHOIaTHUU, BHeJpEHHbIE B
MepBUYHON MOMOINY, IOKasaJd KaK TOYHOCTb, TaK W IPUEMJIEMOCTb Cpejyd MalHUeHTOB U
MeJULMHCKOr0 NepcoHasa B ABcTpaiuy, KaHazia v Apyrux cuctemMax 3zpaBooxpaHeHnus [13,14].

[Ipy 3ToM HaW cUeHapUil BHeApPEHUs YYUTHIBAeT peasibHble OTrpPaHUYeHHUsI J1abOpaTOpPHOMU
nHopactpykTypbl [IMCII: B yc/i0BUsIX OrpaHUYEHHBIX PECYPCOB U HEOOXOJUMOCTH ONTUMAaJbHOIO
vcnosib3oBaHusi HbAlc-TecToB, Mbl Mokasasu, 4TO MpPU FPAaMOTHOM BbIGOpe Mopora prucKa MOKHO
3HAYUTEJbHO COKPAaTUTb YMCJIO0 HEHYXKHbIX TECTOB 0e3 CyLeCTBEHHOI'0 YyBeJHU4YeHHUs KOJIM4yecTBa
MpPONyLIeHHBIX CJy4aes.

KinvnHuyeckas 3HaUMMOCTb. /l/1s1 Bpaya ob1ieit npakTUKU MU -CKpUHUHT Kak «peduabTp» nepes
JlabopaTOPHBbIM NOATBEPKAEHUEM NIPEJOCTABISET CAeAyIoLHe NPeUMyLecTBa:

Bo3M0XXHOCTb 3a/jaBaTh NOPOT eHCTBHUS, aJAITUPOBAHHBIH K JIOKAJbHOHN pacpoCTPaHEHHOCTH (B
HaiieM ucciaenoBanuu ~30 %).

O6bsicHUMOCTh MoOJieJId 4Yepe3 OLEHKYy BKJ/IaJa OTJe/JbHbIX MNpu3HakoB (Hanpumep, HMT,
OKpY:KHOCTb Tasuu, A/l) c momompbio SHAP, 4yTo MOXeT HCHOJb30BaThbCS [JiIsi MOTHBALUOHHOIO
KOHCYJIbTUPOBAHUS MallMeHTa, KOrZa Bpay MOXeT I0Ka3aTh, Kakue $pakTopbl HauboJsiee BAUSAIOT Ha
PHCK.

MacmtabupyeMoCcTh K CylecTBYWIIMM cucteMaM JMK — T.e. BHeapeHUe 6e3 KapAWHAJIbHBIX
M3MeHeHUH HHPPACTPYKTYPhI IPU YCJIOBUH TOTOBHOCTH JaHHBIX.

ComocraBysieHue ¢ JuTepaTtypod. CoBpeMeHHble 00630pbl mNoA4YépkuBatoT casur WU wus
«3KCIIEpUMEHTA/NbHbIX» 33/lad B peasbHble KJIWHUYECKHEe MapLIpyTbl B [AUAGETOJOTHUH: OT
NPOrHO3UPOBAHUS PUCKA JJ0 CKPUHUHTA M NOAJEePKKU petieHuit [5,7-9]. B kauecTBe npuMepa, MUI0THI
ucnosib3oBaHusi UM Ha ocHoBe JKI'-curHasioB no3BoJivjv nNporio3upoBaTtb puck CA2 no 10-13 net
BIepés, [JeMOHCTpUpysA MOTeHIMaJl HeJOpOrMX HEeWHBAa3WBHBIX MOJAXOJOB K MacCOBOMY
CKpUHUHTY.[15,16] [Ipy 3TOM Hall TOAX0/ IOKA3bIBAET, UTO Jaxke 6e3 crieliuaJTu3uPOBaHHbBIX CEHCOPOB
WJIM JI0TIOJIHUTEbHBIX alllapaTHbBIX JaHHBIX, JUIIb Ha OCHOBE AOCTYNHBIX Npru3HakoB [IMCII MoxHO
goctuib AUROC 2 0,85 u yMmeHblIaTh Harpysky Ha JiabopaTopud 06e3 3HAYMUTEJbHOrO pocTa
KJINHAYECKOTr0 pUCKa.

INo/INTUKO-OPraHU3allMOHHbIM KOHTeKCT. KaszaxcTaH, aKTHUBHO peasM3yBILUHA pedopMbl
NepBUYHON MejuKoO-caHuTapHOW mnomowu (PHC) um uudpoBusauuu 3apaBoOXpaHeHUs], SBJSAETCA
NpHBJIeKaTeJbHON IJIOWAAKON A MacwTabupoBaHusi MU-ckpuHUHra Ha ypoBHe MOJIMKJIWHUK.
Hanpumep, npuBoautcs, yto PHC-pedopMbl B pervoHe nojjep>KWBalOTCA yCUJIeHHUEeM LU(PPOBBIX
peecTpoB, MeEXaHUM3MOB MaplIpyTU3aLUU U HOPMATUBHOW 6a3bl /s 3J1eKTPOHHBIX 00MeHOB [] [Ipu
3TOM yCHeUIHbIA 3alyCK TaKUX CUCTeM TpebyeT COOJIIOLEHUS 3THUKH, NPO3PavyHOCTU aJrOPUTMOB,
BHelIHe! BaJHUJalMU U 3alUThl IePCOHAJbHbIX JAHHBIX.

3AK/IIOYEHHE
Ha peanbubix gas [IMCII KasaxcTaHa pyTHUHHBIX [JaHHbIXx WU-Mojenb [JocTUrja BbICOKOH
auckpuMuHauuu (AUROC 0,86) v mokasaja KJIMHUYECKYIO M0JIb3y B peLIEHYECKOM aHaJU3e,

obecreyrBasi 3KOHOMHIO na6opaToprlx pecypCoB NpyU COXPpaHEHHWH YYBCTBUTEJIbHOCTHU K PAHHUM
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HapyleHusiM TrJadkeMud. /Jis MaclitabupoBaHUsi TpPeOYHOTCA: MYyJIbTHLEHTPOBas BHEIIHSA
BaJINJaLMs, OlleHKa BJAUSHHUA Ha ucxoabl (HbAlc yepe3 6-12 Mec), aHa/iu3 3aTpaT-3pGEKTUBHOCTH U
pa3paboTKa peryasiTOPHbIX TPe6OBAaHUH K MPO3PAaYHOCTH U YIIPABJIEHUI0 PUCKAMH aJITOPUTMOB.
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